Gene3|s 1

- -Hﬁ'-'”' !

'iu

7 % ity -zn
In Jlr 1ing” od created the
‘e ns"’ahd‘the earth iﬁ

.......

A o
......

He did not give Man dominion over Man...



“1 Spy” for the Intelllgence Enterprlse

Copyright OK-SAFE, Inc.™ Sept. 2009

NY Times: “Chicago Links Street Cameras to Its 911 Network” by Karen Ann Cullotta, 2/20/09 Photo: Joshua Lott/Reuters




Intelligence Enterprise

* Intelligence: (Criminal) the product of
systematic gathering, evaluation, and synthesis
of raw data on individuals or activities suspected
of being , or known to be, criminal.

Enterprise: An undertaking, esp. of some
scope, complication, and risk. A business
organization.

Information: “classified and open source — Is
the fuel that powers intelligence.”

(Quote source: Vision 2015, p.14)







Fusiton Center

Fusion Center: A collaborative effort of
two or more agencies that provide
resources, expertise, and/or information to

the center with the goal of maximizing the
ability to detect, prevent, apprehend, and
respond to criminal and terrorism activity.

Source: Recommended Fusion Center Law Enforcement Intelligence Standards March 2005




Define Terrorism

Terror: n. great fear/a person or thing that
causes great fear/a dreadful nuisance

The Terror: the period of the French Revolution
from the fall of the Girondists (1793) to the fall of
Robespierre (1794), dominated by the
Committee of Public Safety.

Terrorism: n. the policy of using acts inspiring
terror as a method of ruling or conducting
political opposition

Terrorist: n. a person who favors or practices

te rro r Source New Webster’s Dictionary Copyright 1992




American Terrorists..?

“What we in America
call terrorists are
really groups of
people that reject
the international

system...”

Henry Kissinger
May 31, 2007 Conference
in Istanbul







Oklahoma Information
Fusiton Center
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OIFC = Oklahoma
Information Fusion Center

Oklahoma Information Fusion Center Tour



The NCIS Plan

e

Ndauonal

- Criminal
Intelligence
Sharing Plan

Solutlons and approaches fora
coheslve plan to Improve our
nation’s abllity to develop and
share criminal Intelligence

“Developed” after
9/11/2001

2002 International
Association of Chiefs
of Police (IACP)
Criminal Intelligence

Sharing Summit

Goal: Gathering
Information, producing
Intelligence (referred
to as product)




The NCIS Plan

Nationail

- Criminal
Intelligence
Sharing Plan

Solutlons and approaches fora

coheslve plan to Improve our
nation’s abllity to develop and
share criminal Intelligence

Global Justice
Information Sharing
Initiative — (Global)

Global Intelligence
Working Group (GIWG)

Global Extensible
Markup Language

Set standards for
Intelligence-led policing

Interoperability of
existing communication
systems




National Strategy for
Information Sharing

“Providing reports and
awareness training to
NATIONAL STRATEGY FOR State’ |Ocal’ and tribal

INFORMATION authorities regarding

SHARING strategic goals,
operational capabillities,

Successes and Challenges

e reving and methods of operation

Terrorism-Related

Information Sharing Ut|||zed by |nternat|0na|

and domestic terrorist
organizations so that
local events and
behaviors can be viewed

within the context of
potential terrorist threats.

Source: National Strategy for Information Sharing, p. A1-6, 2007




« Developing and Sharing
Information and
Intelligence in a New

SUSTON Senier;

5 GUidelines Era (orig. New World)
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| Law Enforcement Infelligence, an d I:ed e r aI L ev e I S

| | .I.. I.I i | Public Safety, and the
L\ Private Sector

e Collaboration between
Law Enforcement
Intelligence, Public
Safety, and the Private
Sector




Fusion Center Guirdelines

Introduction—
Fusion Concept and Functions

As criminal and terrorist activity threatens the safety of our
nation's ciizens and wisitors, the ability o quickly exchange
refevant information :m-:l mtelligence becomes increasingly
eritical ificant progress has been
made in breaking down barriers and improving information
exchange. Policymakers and leaders have recognized the
importance of creating an environment where intel

securely shared among law enforcement, public sfety agencies,

av.i the private . Although sirides have been made,
is sl much work ahead. There is stll an urgent need to
rwwsl,l refine and accommodate our rapidly changing workd.

Many obstadies have been encountered that have impacted
the abiity to share inteligence, such as the Lack of trusted
partnerships; disparate, incompatible, and antiquated
communications, computer systems, and software: the need to

query multipie databases or systems; the Lack of communication;

the kack of standards and poficies; and legal and cultural issues

These bamers have proven o be dificult hurdles. , there
are steps that can be taken to overcome these issues and
create a proaciive environment for the successfu exch: of

CUSIOneTierd

Infarmation systems confribute to every aspect
of homeland security.  Although American
information technology is the most advanced
in the world, our country’s information systems
it st enfeistely sxipportedt the fomelond
security mission Dufa!:usas used for federal
law enforcement, immigration, infelligence,
public health, surveillance, and emergency
s el herves st B Frirect et

a way thot allows us fo comprehend where

information gaps and redundancies exist.

We must link the vast amounts of knowledge
residing within each government agency while

ensuring adequaie privacy.

The National Strategy for Homeland Security

Through
of Glob:

ce component of fusion canters. The fo
also tasked with recommending related model pe

Fusion:

isary Council {HSAC) intel
ing uow fo :Ieueiop mtelgmee and i

dwectives prowide guidance fo
prevention and response fo

Turning

e cemert [Nformation

s
safety and private sector entiies

S — and Intelligence
REmeELlbsv into Actionable

between law enforcement and public safety commu

S S P S R
Enforcement Intelligence FCFG and ofiered suggest n OW e e
recommendations to successfully ncorporate public

entiies intr centers.

The kst phase established the Frivate Sector
MiSSI0N Was to integrate the private sector into the ¢
cal i

With 85 percent of critical infrastructure owned by private enfiies.

their involvement in fusion centers is essential to having a
e:wrp:eim\w all-hazards, all-crimes fusion center. Key points
addressed included collaboration betwesn the fusi
mission-critical private sector enfifies, as well as iden

i capabiities and information needs. In addi

ional process between the prii
centers was identfied. The purpose of this

educabonal process is to develop an understanding of how
each eniity cperates and how each can enhance operations and
functionality with the other.

Al levels of government, the private sector, and nongovemmental
organizalions must work together to prepare for, prevent, respond

to. and recover from terrorist and criminal events. Through

We must link the vast amounts of

knowledge residing within each
government agency while insuring

adequate privacy.

National Strategy for Homeland Security July 2002

ety
aml:es are in collecting important information
bat ultmatety impacts the nation's overall abiity
1 cri fvites. In responding

Turning
Information
and .'i:ifelﬁgeﬂce
Info Actionable
Knowledge '




Participating Entities

2Fusion Center Components
1 Ent

Robes. rusoesiifine, ane rescuros
eanlribufiors defined vz MOU

Saffisg Fquipmect Facliyy Detabase

Fusion centers will act as an analytical hub. processing,
evaluating, and disseminating critical information for law
enforcement, public safety, and private partners, based ona
cnmni predicate. threat. or public safety need. They will focus.
iaboration and analysis and will become a repository for

and federal privacy laws and requirements are adhered fo.
Uttmately, fusion centers wil become the center for investigativ
intefigence sharing, homeland securil
private sector partners.

Fusion Center Funchions
pile. analyze.
ce

FUSTONIGE
LSUrdelin
Devekiparsy
Irformation and infedl
New £5

f the principal outcomes of the fusion process should be
the identfication of termrism-related leads—any nexus between
crime-related and other information collected by local, state, and
private entties and 3 terrorist organization andior atiack Many
experts believe that there is a high probability of identifying
temonsts through precursor criminal actwty, mc!uang ilegal drug
operabons, money kaundering, fraud, terrorism, and identity et 1
The fusion process does not replace or replicate mission-specific
mtefigence and information management. It does, however,
leverage informaticn and intelligence developed through these
processes and systems ko support the rapid identification of
patterns and trends that may refiect an emerging threat. Some ¢
the recommended goals and functions for fusion centers inci

= Serve as the primary point of contact to report criminal/
teﬂmﬁ information to the: I:t& Joint Terrorism Task Force
urity Operations Center

Include the capability of blending law enforcement information
and intelligence.
Collect, analyre, and disseminate “all-crimes” information, so
as to identfy emerging patiems and frends. Evahuate and
reevaluate the process, new data, and emenging threats.
Adopt and adhere to a statewide strategy to exarmine the
information exchanges of the states’ law enforcement and
hometand security pariners, induding dissemination of
information by the state Homeland Security Advisor io law
enforcement.
Maintain an up-to-date statewide risk assessment.

erve as a receipt-and-dissemination hub for law
enforcement mformation provided by federal entities, such
a5 that provided by the Federal Bureau of Investigation's
Fegional Data Exchange (R-DEx) and National Data
Exchange (N-DEx). when operational, and DN Homeland
Security Information Network (HSIN)

Each of these areas can be expanded to include a nurrhe«

ntell _;Pn-.(- isakey -xxnpmen[ ofa fus-m center.

The respansi fusion centers are immense.
as well as sample policies and templates, must be devel ,pﬂd lJ
assist in establiching and operating fsion centers.

Functional Categories
Every leval and sector (discipline) of govemment and the
priusrs sector should be integrated into fusion centers. This
seem like a daunting task; however, funcional categories
itau-:be(n developed to assist in integration efforts. These
categories ane not meant to be exhaustve: rather, they provi
governance bodies a starting place to begin collaboration with
different components and entibes. Each fusion center should
evaluate its needs, fhreats, and constituents to determine
what enfities should be integrated. Eniities that comprise the
functional categories can provide fusion centers with both

Local, state, tribal
and federal law
enforcement

Public safety
agencies

The private sector

It must include...law
enforcement and
Intelligence
Information, such as
public health and
transportation




Resolution In Support

Major Cities Chiefs Association

RESOLUTION

Fusion Center Guidelines

WHEREAS, the Major Cities Chiefs Association recogmizes that in the aftermath of the
September 11, 2001, terrorist attacks, there is a need to address the deficiencies that exist in
this country i the collechon, analysis, and dissemination of cnmmal mtelligence; and

WHEREAS, the Major Cities Chiefs Association recognizes the need to address these
deficiencies and to ensure that local, state, and tribal law enforcement are involved in the
intelligence process; and

WHEREAS, with the participation of the Major Cities Chiefs Association, the US.
Department of Justice’s Global Justice Information Sharing Imitiative convened a working
group to develop gui for the op of igence fusion centers; and

WHEREAS, the findings of that work group led to the issuance of a report in 2006 entitled
Fusion Center Guidelines—Law Enforcement Intslligence, Public Safety, and the Private
Sector; and

WHEREAS, the Fusion Canter Guidelines—Law Eﬂfameme.nrfnieihgence Public Safety, and
the Private Secror report has recommended 18 guidelines for the proper operation of an
intelligence fusion center; now, therefore, be it

RESOLVED, that the Major Cities Chiefs Association supports the Fusion Center Guidelines-

—Law Enforcement Intelligence, Public Safety, and the Private Sector report as a valuable tool
to remedy the deficiencies in the existing methods of collecting, analyzing, and disseminating
criminal intelligence and that the \«flajor Cities Chiefs Association enoomges all law
enforcement agencies to utilize these guidels in the development and operation of
intelligence fusion centers.

June 6, 2006

Harold Hurtt
President

.the Major Cities Chiefs
Association
encourages all law
enforcement agencies
to utilize these
guidelines in the
development and
operation of
Intelligence fusion
centers.




State Strategy

“Fusion involves
every level and
sector (discipline)
of government,

private sector
entities, and the

public...”




Functional Categories

(Sectors 1n which to gailn access)

Agriculture, Food,  Hospitality and Lodging
Water and the Information and
Environment Telecommunications

Banking and Finance Military Facilities and

Chemical Industry & Defense Industrial Base
Hazardous Materials Postal and Shipping

Criminal Justice Private Security

Education Public Works
Emergency Services Real Estate

(non-law enforcement)

Energy Retail

Government Health and Social Servi_ces
Public Services Transportation




Guideline 1

Fusion Center
Guideline #1 (of 18)

Adhere to the National Criminal Intelligence Sharing Plan (NCISP) and
other sector-specific information sharing guidelines, and perform all steps
of the intelligence and fusion processes.

The NCISP and the Intelligence and

Fusion Processes

Justification

After Ihemx:ewnls of Septemnber 11, 2001, law enforcement
work together to develop the

formation. pm:que |nrelqeno= and share
.:Equ i

The NCISP provides model standards and policies, recommends
mel

jes for sharin_; classifed rﬂpnjns, and recamme:
BU) communications
The Plan is a lving
ides local_ state, tribal. and federal law
cement agencies the tools and resources necessary
for developing, gatherng, accessing, recaiving, :nd_lwm

oG
-.'J'Jl'J'.'JIJI 3

Excellience

= Target resources,

= Disrupt prolific criminals.

= Articulate a case to the public and in cowt.

Intefigence-led poficing also pr

safety and private sector components.

3chuity and increased nformation sharing with law enforcament
to address crime preveniion efforts.

Criminalintefigence i the result of a process mwohving planning

suspected ciminals an-iol organizaf

process is commonly red 10 as the intefigence process (or

e,de} There are vanious ln(dal; of the |ntelngs«>- process in
jepicted in

Adhere to the
National Criminal
Intelligence
Sharing Plan
(NCISP) and other
sector specific
Information sharin
guidelines, and
perform all steps o
the intelligence an
fusion processes




usion Center Guirdeline #5

Information shared
Guideline 5 W|th OUtS'de

Utilize Memorandums of Understanding (MOUs), Mon-Disclosure

- -
Agreements (NDAs), or other types of agency agreements, as appropriate. a e n C I e S I e F B I
] e e ]
- -
Memorandum of Understanding ¢ gl \] O I n t I er r O r I S I I I

L} = Civil Eabityfindemnification issues
(MOU) and Non-Disclosure § Pmicm;“;

T Task Force, Field

It is recommendexd that fusion centers be governed and il i
managed in accordance with an MOU. An MOU, 3 necessary Dispute -, &
ool for information sharing. defines the terms. responsibilites. = Points of contact

[]
refationships, intentions, and commitments of each parficipating » Effective datefduration/modificationtermination
entity the agreement also provides an outline of the who, what, -
where. when, why, and how of the project. Partners, should ) y

commit to the program policies by signing the MOU. In addiion
to MOUs, some initiatives utlize agency, individual, and data

Shoxing el gy Gemenic * Protocols for communication and information exchange

L]
. e e O state P olice L or

‘When negotiating and drafiing MOUs, consider: NDA
*  Identifying and understanding the legal and practical The fusion center determines risks to the private sector and
ou

-
impiications of the M analyzes suspicious activity informaton. This funclion requires

« Defiting the roles and responsibiities of the partipating T a r O r I a e
agencies. a Non-Disclosure Agreement may be used. 'rneNDA prmndes

ing and jing trusted g i private sector entities an additional Layer of

Utilize Memorandums of Understanding ag enciles.
(MOUs), Non-Disclosure Agreements

(NDAs)... - Open records access
| may change

pofice, or other appropriate agencies). Information that the

Fussicn Cerer Guideiines—Dsaizping as Shanrg Infarmazen n @ Hew B2 3




Fusion Center Guideline #6

Guideline 6

Leverage the databases, systems, and networks available via partficipating
enfihes to maximize information sharing.

Database Resources

Jushification
During the focus group process, pa'n.pan: rwew»:d a3 number

of information and intefigence sh:
the initiatves have acces

)E[E!ﬂs avaiable via
wation shann; This.
s an opportunity to access previc fion.
is recommended that ownership and con
information shared through the center remain with the
agency. Data owners should be responsible for the quality o
data shared. Access to data can be controlled in a variety of

ways, inchuding fusion center leadership contralling who has
acoess or data enginaters contraling aceess levels. For mare

to house their informaton. I
is important for the necessary
policies and procadure in place to govem use and access.

Fusion centars should consult with public safety and private
sector personnel to determine i any information sharing

this information

search fnction.

ensure compiiance mm all I:x:al state, and r:decﬂ privacy and
civl liberties laws and statutes.

Issues for Consideration

When accessing databases, consider obtaining access o a
vanety of databases and systems, such as:

= Driver's license
= Motor vehicle registration
= Location information (411, addresses, and phone numbers)
= Law enforcement databases
= National Crime Informsati
International Justice and
Nemu’i im:l the Terr[ g Center (TSC)

Leverage the databases systems, and
networks available via participating
entities to maximize information sharing

Driver’s license

Motor Vehicle
registration

Location Information
(411, addresses, phone
numbers)

National Crime
Information Center,
Nlets, TSC

Public & Private sources

Organizations and
associations (i.e.
Infragard)




Fusion Center Guideline #8:
Privacy and civil liberties policy

blocked

blocked

Bars added by presenter — not on original photos



Some of Oklahoma®s DPS
Agreements & MOUs

Joint

Terrorism

Task —_—

Force

JTTF

OLETS/
NLETS

ATF

FBI

Criminal
Justice

International
Justice and
Public Safety
Information
Sharing
Network

CARFAX

DPS

Germany

Information
Services

U.S.
Marshall’s
District Task
Force

National
Guard

OSBl|



Leveraging a database - SB 483:

 Would allow “direct
electronic access”
to the computerized
photo in the DPS
database

y

e —t

For law enforcement

purposes

By law enforcement
or by any political
subdivision of the
State

Oklahoma Capitol




Baseline Capabilities

ldentifies baseline
capabilities for
fusion centers and
the operational
standards for:

“Establishing a
National Integrated
Network of State
and Major Urban
Area Fusion
Centers.”

2

Baseline Capabilities for

State and
Major Urban Area

Fusion Centers

A Supplement to the
Tusion Center Giuiideliites

September 2008



Source

SAR — Suspicious Activity

“Fusion Centers shall develop,
Implement, and maintain a plan to
support the establishment of a
suspicious activity and incident
reporting process for their geographic
area of responsibility, in a manner
consistent with the Findings and
Recommendations of the Suspicioy
Activity Report (SAR) Support az=;

Implementation Project” |

. Baseline Capabilities for State and Major Urban Area Fusion Centers, p.13



WHY?



Supply Chain Management
for a Market Based Economy

« Resource — raw material; an available supply
that can be drawn on; mineral wealth, labor
force, and armaments; assets (human
resources)

Asset — a thing or person that is useful

Supply Chain — or logistics network; system of
organizations, people, technology, activities,
Information and resources involved in moving a
product or service from supplier to customer,
from raw materials to finished product




Ildentity Stovepipes

Sovereign Nations

Stovepipes

Diagram courtesy V.L. Davis, researcher



Eliminate Stoveplpes

International
Association
Networks

i

=
+ =

I

|

|

I

<Z>SAME

Eroding Sovereignty

- Eliminating National
Character

Eliminating ldentity

Diagram courtesy V.L. Davis, researcher




VISION

17 Intelligence
Agencies,
Including DoD,
DHS, CIA, FBI

®

OBOD -

| R e Networked and
Integrated
Intelligence
Enterprise

Customers: Policy Makers, military commanders, law enforcement and homeland

security officials



Create Decision Advantage

Mission
Create Decision Advantage

Vision
A Globally Networked and
Integrated Intelligence Enterprise

Strategy
Integrate foreign, military, and domestic intelligence
capabilities through policy, personnel and technology
actions to provide decision advantage to policy
makers, warfighters, homeland security officials
and law enforcement personnel

Values
Commitment « Courage * Collaboration

Source: Vision 2015, Director of National Intelligence




7. Persistent Threats and

Emerging Missions

6. Decision Advantage I = e
K Decision Advantage ~ J

5. Customer-Driven Intelligence __ Costomer.Drven nellgence S

4. Mission Focused Operations = 453 ' &

3. Net-centric Information

Enterprise

2. Enterprise integration

1. Global Collection Network

Source: Vision 2015, Director of National Intelligence
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Laying the
Groundwork



Global Positioning System
(GPS)

“The Global Positioning
System (GPS) was designed
as a dual-use system with
the primary purpose of
enhancing the effectiveness
of U.S. and allied military
forces.

GPS is rapidly becoming an
Integral component of the
emerging

Global Information

Infrastructure...”
e e

Navstar Global Positioning System (GPS) satellite image: USAF Research Laboratory



Global Information
Infrastructure = trackable

STRATEGIC FLAN FOR IVHS IN THE UNITED STATES

Anything that
S — emits an

' electronic
RFID signal

People
Cars

Buses
Animals
Cell Phones
Etc.

Figure 114. Some components of an Intelligent Vehicle-Highway System (Adapted from U.S. Depariment of
Transportation Mational Transportation Strategic Planning Study, March 1390).




MOU DoD & DOJ —
Joint Technology

1994

The DoD and the DOJ entered
Into an agreement for the joint

development of technology

(Date: 4/20/94, by A.G. Janet Reno, John

Deutch, Deputy Secretary of State; later CIA
Director)

1996

Presidential Decision
Directive (PDD/NSTCG6) —
GPS for civil and commercial
use.

(Jointly chaired by DOD and Dept. of
Transportation)




GPS Policy: Cooperation

Dept. of Defense.:

 With the Director of Central
Intelligence, the Department
of State and other
departments and agencies

Dept. of Transportation:
 With the Departments of

Commerce, Defense, and
State.

Department of State:
« With foreign governments
and other international

organizations.




GPS Interoperability
Agreements with EU, Russia,
Australia, Japan

US/Russian Federation
GPS/GLONASS
Interoperability

-"."'-:I-\.‘.
e

US/EU Agreement
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Corporate

Constitutional vs.

derations

cons




|
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Action

ldentify the Fusion Center in your State

Contact your Legislators and notify
him/her of your concerns

Open Records Request for all MOUs
between the state Dept. of Homeland
Security, OSBI, and DPS and any other
entity.

Do not allow “direct electronic access”
to the DPS database



rimary Sources
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Baseline Capabilities for
State and
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Fusion Centers

NATIONAL STRATEGY FOR

INFORMATION
SHARING

Successes amd Challenges
In Improving
Terrorism-Related
Information Sharing

UNITRDS STATES BN TRLLKANCE COMMUNITY

INFORMATION SHARING STRATEGY

OCTORER 2007

A Supplement to the
Fuston Center Gulilelines

Scplember 2008

Merworked and Integraved

Intelligence Enterprise
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FOCIS 0N FUSKON CENTERS: A PROCIESS

HEARING



