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ABSTRACT

EPC (Electronic Product Code) tags are industry-standard
RFID devices poised to supplant optical barcodes in many
applications. They are prevalent in case and pallet track-
ing, and also percolating into individual consumer items and
border-crossing documents.

In this paper, we explore the systemic risks and challenges
created by increasingly common use of EPC for security ap-
plications. As a central case study, we examine the recently
issued United States Passport Card and Washington State
“enhanced” drivers license (WA EDL), both of which incor-
porate Gen-2 EPC tags. We explore several issues:

1. Cloning: We report on the data format of Passport
Cards and WA EDLs and demonstrate their apparent
susceptibility to straightforward cloning into off-the-
shelf EPC tags. We show that a key anti-cloning fea-
ture proposed by the U.S. Department of Homeland
Security (the tag-unique TID) remains undeployed in
these cards.

2. Read ranges: We detail experiments on the read-
range of Passport Cards and WA EDLs across a vari-
ety of physical configurations. These read ranges help
characterize both issues regarding owner privacy and
vulnerability to clandestine “skimming” and cloning.

3. Design drift: We find that unlike Passport Cards,
WA EDLs are vulnerable to scanning while placed in
protective sleeves, and also to denial-of-service attacks
and covert-channel attacks.

We consider the implications of these vulnerabilities to
overall system security, and offer suggestions for improve-
ment. We also demonstrate anti-cloning techniques for off-
the-shelf EPC tags, overcoming practical challenges in a pre-
vious proposal to co-opt the EPC “kill” command to achieve
tag authentication.

Our aim in this paper is to fill a vacuum of experimen-
tally grounded guidance on security applications for EPC
tags not just in identity documents, but more broadly in
the authentication of objects and people.

Key words: authentication, cloning, EPC, PASS,
passport card, RFID, WHTI.

1. INTRODUCTION

EPC (Electronic Product Code) tags [19] are RFID de-
vices poised to supplant optical barcodes in a wide variety
of applications. Today EPC tags figure most prominently
in the tracking of cases and pallets in supply chains. Propo-
nents of the technology envision a future in which tagging
of individual items facilitates a full life-cycle of automation
from shop floors to retail points of sale, in home appliances,
and through to recycling facilities.

As one example of this application, EPC tags are see-
ing a landmark deployment this year in the U.S. in identity
documents used at national border crossings. The United
States Passport Card (also known as the PASS Card), a
land-border and seaport entry document first issued in the
summer of 2008, incorporates an EPC tag. This identity
document was issued in response to the Western Hemisphere
Travel Initiative (WHTI) [46], which, among others, phases
out exemptions in document requirements for border cross-
ing (previously, United States and Canadian citizens only
had to present photo ID and a birth certificate). Certain
states have issued or plan to issue Enhanced Drivers Li-
censes (EDLs), WHTI-compliant documents, which will also
make use of EPC. Washington State started issuing EDLs in
early 2008 [32], with New York State following in September
2008 [2].

To date, the only form of EPC ratified as a technical stan-
dard by EPCglobal, the body that oversees EPC develop-
ment, is the Class-1 Gen-2 tag. (For brevity, we refer to
this tag simply as a “Gen-2” or “EPC” tag in this paper.)
Passport Cards and other WHTI documents will incorpo-
rate this type of EPC tag, and it is likely to see the greatest
use in barcode-type RFID applications as well for some time
to come. EPC tags are attractive for their low cost (below
ten U.S. cents each). Also, thanks to their operation in the
Ultra-High Frequency (UHF) spectrum (860-960 Mhz), they
have a relatively long read range—tens of feet under benign
conditions [39].

Gen-2 tags, however, are essentially wireless barcodes,
with no specific provisions to meet security and privacy
needs. Just as their optical counterparts are subject to pho-
tocopying, Gen-2 EPC tags are vulnerable to cloning attacks
in which their publicly visible data are scanned (“skimmed”)
by an adversary and then transferred to a clone device—be
it another tag or a more sophisticated emulator.

1.1 Our contribution: vulnerability analysis

In this paper, we consider the use of EPC tags in security
applications. We emphasize a systemic approach, examining



low-level security features and discussing their significance in
potential real-world deployment scenarios. We realize that
not all of these attacks will be applicable all the time in
the U.S. border crossing scenarios, but we feel that they
may be applicable at some times if appropriate procedures
are not in place, or may be applicable to other countries
wishing to deploy similar technologies. We focus on Passport
Cards and EDLs as an important case study in the use of
EPC for security applications, and an early example of EPC
deployment with unequivocal security requirements.

In its final rule on the Passport Card [3], the Depart-
ment of State acknowledged a range of objections expressed
in responses to its proposed rule of 2006 [4]; four Members
of Congress expressed concerns about the security and pri-
vacy of the Passport Card. The Department indicated that
many commenters did not understand “the business model
that WHTTI is designed to meet,” and cited a need for simul-
taneous reading of multiple EPC tags as a motivation for its
choice of EPC (“vicinity read RFID”) as well as the technol-
ogy’s amenability to passenger pre-processing, i.e., its rela-
tively long read range. (“Proximity-read” RFID devices, i.e.,
contactless smartcards, do not have these benefits, and some
other classes of RFIDs only have the former benefit but not
the latter.) The Department additionally noted that on May
1, 2007, the National Institute for Standards and Technology
(NIST) certified the Passport Card as, “meeting or exceed-
ing ISO security standards... and the best available practices
for protection of personal identification documents.” Finally,
the Department observed that Passport Cards will not carry
personally identifiable information, and will be issued with
protective sleeves, radio-opaque envelopes that help prevent
unwanted scanning.

We have obtained a Passport Card and two Washington
State EDLs for our experiments. We show first that the pub-
licly readable data in both types of identity document can
be straightforwardly cloned after a single read. Significantly,
our analysis shows that Passport Cards and Washington
State EDLs do not carry tag-unique, or even system-unique
TIDs, but instead bear generic manufacturer codes." The
Tag Identifier (TID) of an EPC, a tag-specific serial num-
ber that may be factory programmed, is often held forth as
an anti-cloning mechanism for EPC tags. In its Privacy Im-
pact Assessment of the Passport Card, the U.S. Department
of Homeland Security (DHS) in fact highlights tag-specific
TIDs as a “powerful tool” for anti-counterfeiting [31]. As
Passport Cards and Washington State EDLs do not carry
specially formulated TIDs, however, their readable contents
are subject to direct copying into another off-the-shelf EPC
tag.

Our observations about cloning only apply to a tag’s pub-
licly readable data. Tags contain some private data in the
form of PINs, which may be tag unique. Hence it is pos-
sible in principle (although improbable in our view) that
a weak form of access-based authentication—an unortho-
dox security protocol we describe below—is in use at border
crossings. In this case, reliable tag cloning would require
either eavesdropping on a tag interrogation at the border or
physically invasive attacks on a target identity document.
Without ourselves eavesdropping on a tag interrogation at

'DHS claims that they learned of the existence of tag-unique
TIDs too late to be incorporated into these cards, but have
recommended its inclusion in future WHTI-compliant doc-
uments, including EDLs from other states.

a border crossing, we are unable to determine whether or
not this technique is being deployed. We note, though, that
access-based authentication is not an explicitly supported
feature for EPC tags. The only reference to the technique
of which we are aware is a research paper [21]. Other tech-
niques, such as detection of unique radio fingerprints [14] are
also a possibility in principle, but in practice very challeng-
ing for highly constrained devices such as RFID tags.

Given the ostensible vulnerability of identity documents
and other Gen-2 EPC-tagged items to cloning, a key security
issue is the range at which an EPC tag is subject to clan-
destine reading. As owners may be expected to carry their
tags in any of a variety of different circumstances, we explore
read ranges within several different physical environments.

We find that both Passport Cards and EDLs are subject to
reading at a distance of at least 50 meters under optimal scan
conditions (down a long hallway, but still operating within
FCC limits). Surprisingly, although the human body—its
constituent water, in particular—is known to interfere with
EPC tag reading, we find that an EDL in a wallet near the
body is still subject to scanning at a distance of at least two
meters. We find that the Passport Card is not readable in
a well maintained protective sleeve—although it is readable
under certain circumstances in a crumpled sleeve. Most sur-
prisingly, perhaps, we find that an EDL in a protective sleeve
is readable at a distance of some tens of centimeters. To the
best of our knowledge, our work here in fact represents the
first multifaceted characterization of EPC read ranges from
the vantage point of privacy.

Our scanning experiments have a bearing not just on cloning,

but also on owner privacy: While the tags do not contain
personally identifiable information, they do contain unique
serial numbers that can support clandestine tracking [22].
Of course, other wireless devices, like Bluetooth peripher-
als [20], 802.11 [15], and ANT [36], are similar in this regard,
though the exposure for Passport Cards and EDLs may be
greater due to their usage models.

We also find evidence that EDLs are vulnerable to denial-
of-service and covert-channel attacks. These vulnerabilities
stem from issuance of the cards without protection of the
PIN for their tag-disablement feature, the “kill” command.
Passport Cards do not have similar weaknesses. These flaws,
along with EDLs’ heightened susceptibility to in-sleeve scan-
ning, would seem to point to either a form of design drift in
which technical protections implemented at the federal level
did not benefit Washington State in the extension to EDLs,
or the risks associated with implementing a technology be-
fore the precise security requirements have been finalized.

1.2 Our contribugion: countermeasures and
recommendations

We emphasize that the security impact of tag vulnerabil-
ities depends upon the operational environment. Copying
of a Passport Card or EDL does not automatically ensure
successful use at a border crossing. The card is linked via a
back-end system to a photo of its bearer which border agents
use for confirmation of traveler identities. Hence, we discuss
the systemic significance of the vulnerabilities we have iden-
tified.

We argue that Passport Cards and EDLs will play a role in
the border-crossing process that may give impactful promi-
nence to the data contained in the EPC tags. Like many
security processes, the passenger screening process benefits



from multiple layers of security, including physical inspec-
tion of passengers and documents. But as the EPC code
can trigger a watchlist lookup, it serves as a frontline mech-
anism for passenger screening. As we discuss in section 5.1,
the literature on cognitive biases suggests a risk that the
EPC-layer of the security system will exercise undue influ-
ence over passenger screening.

We argue that even if EPC-enabled identity documents
provide adequate security at border crossings, they create
a system with delicate dependence on well conceived and
tightly executed border crossing procedures and card is-
suance. Our observations on the relative weakness of EDL
in comparison with Passport Cards, for example, support
the idea that states may not be as well equipped to enforce
good security practices around document issuance as DHS,
or that there was or is not sufficient guidance from the DHS.

Given these concerns, we review the operational environ-
ment of the Passport Cards / EDLs and offer some basic pro-
cedural recommendations for the use of EPC-enabled iden-
tity documents and some technical recommendations. With
this constructive motivation, we show that the elementary
security features in EPC tags can be co-opted to serve as a
deterrent to cloning. EPC tags include PIN-based protec-
tions both on tag disablement (“killing”) and modification
of tag data contents. Previous research [21] proposed tech-
niques for co-opting these features in the service of tag au-
thentication, i.e., anti-counterfeiting, but offered no exper-
imental validation. We demonstrate that implementation
of “kill” co-opting techniques is indeed feasible in deployed
tags, but presents some delicate technical challenges. We ex-
plore some promising initial approaches to overcoming these
challenges.

We believe that the lessons drawn from our case study in
this paper will provide valuable guidance for the deployment
of EPC tags in many security applications beyond border-
crossing, such as anti-counterfeiting and secure item pedi-
grees for pharmaceutical supply chains [45].

Organization

In section 2, we briefly review related work on RFID se-
curity. We present our observations on the data format of
the Washington State EDL and Passport Cards in section 3.
We describe our exploration of defensive techniques in sec-
tion 4. In section 5, we briefly consider the operational en-
vironment of the Passport Card / EDL and offering some
procedural recommendations to prevent the use of cloned
documents. We conclude in section 6 with a brief discussion
of the broader implications of our findings. In the paper ap-
pendix, we provide supplementary data for our experiments,
and also images of the antennas embedded in a Passport
Card and EDL.

2. RELATED WORK

There have been a number of radio-layer cloning attacks
against RFID tags. Westhues developed a device called the
Proxmark that he successfully used to clone both proxim-
ity cards [48] as well as the VeriChip™™ [16], a human-
implantable RFID tag. The devices targeted by Westhues
emit static identifiers, i.e., they are essentially wireless bar-
codes. Class-1 Gen-2 EPC tags are similar in flavor to these
devices, but operate in a much higher frequency band for
which signal-processing is more complicated.

Bono et al. [8] reverse engineered and mounted brute-force
key-cracking attacks against the Texas Instruments DST,
a cryptographically enabled RFID device with short (40-
bit) keys. Similarly, Nohl et al. [27] have recently reverse-
engineered the Philips Mifare RFID tag and revealed struc-
tural weaknesses in its cipher and random-number genera-
tor. Heydt-Benjamin et al. [17] demonstrated cloning at-
tacks against a set of first-generation RFID-enabled credit
cards.

RFID tags saw their first prominent appearance in iden-
tity documents as additions to e-passports. Grunwald [30]
cloned the chip in an RFID-enabled passport in the fullest
sense, transferring the data from one chip to another. Juels,
Molnar, and Wagner [23] discuss the security implications of
e-passport cloning. E-passports differ from Passport Cards
in that they perform cryptographic authentication. The
Smart Card Alliance, among other organizations, noted the
risks of EPC cloning in its response to the initial DHS WHTI
proposal [5].

Some commercially available RFID tags include strong
cryptography for challenge-response authentication. These
tend to be relatively expensive and have constrained range.
The literature is replete with techniques for implementing
lower-cost cryptography in RFID tags. See, e.g., [22] for a
survey and [7] for an up-to-date bibliography.

In view of the prevalence of Gen-2 EPC tags, Juels [21]
proposed techniques for authenticating these tags using two
existing commands, KILL and ACCESS. In section 4, we
report on our implementation of these techniques and the
practical challenges they pose.

3. EXPERIMENTAL EVALUATION OF PASS-

PORT CARD AND EDLS

3.1 Weakness in the TID-based anti-cloning
mechanism

As mentioned above, EPC tags contain a data field known
as the Tag Identifier (TID). At the discretion of the EPC
manufacturer, this value may be factory programmed and
locked, thereby ensuring that tags have permanent unique
identities and (theoretically) cannot be cross-copied.

In its Privacy Impact Assessment (PIA) on the Passport
Card [31], the United States Department of Homeland Se-
curity posits that:

...the risk of cloning RFID enabled cards and
an impostor with similar physical features gain-
ing illegal entry into the U.S., while unlikely, is
real. Fortunately, there is a powerful tool that
can be used to remove the risk of cloning. This
tool is the Tag Identifier, or TID. The TID is
available on all Gen 2 RFID tags.

However, the Gen-2 standard only requires that the TID
identify the manufacturer, as well as enough additional in-
formation to determine the tag’s capabilities. In particu-
lar, two classes of TIDs are defined: the EOj class, where
the TID consists of a manufacturer ID and a 48-bit serial
number, and the E2; class, which merely defines the man-
ufacturer and model. The TID reported by our Passport
Card is E2 00 34 11 FF B8 00 00 00 02, which corre-
sponds to an E25-class Alien Higgs tag. [28] states that the
bytes after the manufacturer and model IDs (starting with



FF) are Alien-specific configuration values, and using a new
Higgs tag, we experimentally verified that the first three
nibbles correspond to the tag’s lock configuration. The TID
reported by our Washington State EDLs is E2 00 10 50,
which corresponds to an FE2j-class Impinj Monza chip.

To confirm that these TIDs do not confer anti-counterfeiting

protection, we have cloned both a Passport Card and a
Washington State EDL onto commercially-available, off-the-
shelf tags from the same manufacturers as the originals. By
cloned, we mean that the EPC and TID values are reported
identically by the clone tags.? Additionally, we inferred the
lock state of both card types and duplicated that as well.
Provided that the Passport Card or Washington State EDL
do not implement additional, undocumented functionality,
the only contents that we were unable to clone were the
ACCESS PIN on both cards, and the KILL PIN of the Pass-
port Card. The TID therefore does not serve as the basic
anti-cloning tool as envisioned by DHS. One explanation for
this might be the fact that, via personal communications,
the DHS has informed us that they learned of the existence
of tag-unique TIDs too late to be incorporated into these
cards.

We further maintain that the characterization of the full,
tag-specific TID as a powerful anti-cloning tool is overly san-
guine in the long term. While such tag-specific TIDs may
prevent simple copying of one EPC into another, it does not
prevent the emulation of an EPC tag in another radio de-
vice. In other words, the TID may (or may not) help prevent
physical copying of an EPC tag, but it certainly does not
prevent logical copying.®> An ordinary RFID reader makes
no distinction between a tag embodied in a flake of silicon
and one emulated by a larger, more powerfully instrumented
platform.

A number of general-purpose tag emulation platforms such
as OpenPCD [34] and the RFID Guardian [35] already ex-
ist for HF tags. It is just a matter of time before similar
tools emerge for Gen-2 EPC tags. The Intel WISP [41],
for instance, is a physically compact RFID platform with
a fully programmable microprocessor that operates in the
UHF domain as a Gen-1 EPC tag. Release is planned in the
near future of Gen-2 EPC WISP. Thus, emulator devices are
likely to be broadly accessible in coming years.

The decision to forego the security offered by the TID
in the Washington State EDL and Passport Card thus in-
creases the short-term risks of cloning, as it eliminates a
basic protection against the straightforward copying of pub-
licly viewable values into a fresh Gen-2 tag. In the longer
term, commercially-available emulator devices may reduce
the protective value of tag-specific TIDs. That said, the TID
may still have some longer-term value as a countermeasure
to easy cloning of EDLs and Passport Cards into devices
with the same form factor, i.e., Gen-2-equipped cards.

2However, cloning a tag’s EPC and TID may not be suf-
ficient for an adversary’s purposes; e.g., in some cases an
adversary may also need to produce a false card itself.
3There are well documented, low-cost attacks against smart-
cards, which possess tamper-resistance features well beyond
those of EPC tags; see, e.g., [6]. It therefore seems probable
that an attacker with modest resources can use physically
invasive techniques to alter the data in an EPC tag. And
if only one manufacturer makes Gen-2 tags available with
programmable TIDs, they can act as clones for any manu-
facturer’s tags.

3.2 Other memory banks

Assuming the Gen-2 tags in the EDL and Passport Card
are identical to the commercial, off-the-shelf tags indicated
by their TID, the only read-protected piece of memory on
the cards is the KILL PIN on the Passport Card, and the
ACCESS PIN on both. We have experimentally verified that
the entire EPC memory bank (which contains the card’s
unique EPC value) is readable, as is the TID memory bank.
The Impinj Monza chip does not have a User memory bank,
and the Alien Higgs-2 chip only uses a User memory bank
when the KILL and ACCESS PINs are not used [28]. We
have also verified that the cards report a “no such memory
location” error when attempting to read words we do not
expect to be present (such as the User memory bank).

3.3 Kill-PIN selection

The KILL PIN is unprogrammed and not locked on the
Washington State EDLs. We have verified that we can di-
rectly write this 32-bit KILL PIN. We have not verified that
we can in fact kill an EDL (an experiment that would be
detrimental to its owner). We have verified our ability, how-
ever, to kill a cloned EDL with an identical Gen-2 tag model,
an Impinj Monza, over the air. Thus, unless the Washing-
ton State EDL Gen-2 tag is specially manufactured—which
seems unlikely, given the presence of a generic TID—it is
subject to over-the-air killing by any reader.

Alternatively, an attacker can exploit the KILL PIN as a
covert channel. She can set it as desired, thereby “marking”
the EDL bearer with a 32-bit value accessible to any other
reader.

3.4 Read-range experiments

Read ranges are a major determinant of the vulnerability
of an EDL or Passport Card to clandestine cloning attacks,
as well as attacks against privacy. As explained above, a
single scan of a tag in either type of identity document is
sufficient to create a clone. In an attempt to mitigate result-
ing privacy concerns, the United States Department of State
provides radio-opaque shielding sleeves with each Passport
Card. These sleeves attenuate the distance at which a card
may be read. Similarly, Washington State is making protec-
tive sleeves available to holders of its EDLs.

It is uncertain that EDL and Passport Card bearers will
consistently use their protective sleeves. These documents
require security hygiene beyond that of other commonly car-
ried cards, demanding from bearers heightened vigilance and
tolerance of inconvenience. In section 5.1, we briefly exam-
ine the relevant literature on the psychology of fear appeals.
This body of research suggests that the abstract warnings
accompanying EDLs and Passport Cards, e.g., the injunc-
tion on the Passport Card sleeve that, “Your Passport Card
should be kept in its protective sleeve when not in use,” may
be relatively ineffective in stimulating sleeve use. Addition-
ally, as shown recently by King and Mcdiarmid [25], most
bearers do not have accurate mental models of RFID pri-
vacy and security, and are therefore ill-equipped to make
informed decisions about tag management.

The effective read ranges of protected and unprotected
EDLs and Passport Cards in everyday environments there-
fore both have a strong bearing on the overall security of the
border-crossing system, as well as on the privacy of people
with these cards.

While deployers of Gen-2 EPC tags typically cite a reli-
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Figure 1: The sleeves used for our shielded distance
tests. The crumpled sleeve is in the foreground, with
the new sleeve behind it.

able operational range of tens of feet [39], read ranges can
vary considerably as a function of the material to which a
tag is affixed, the configuration of the interrogating reader,
and the physical characteristics of the ambient scanning en-
vironment.

We evaluated the read range of the Passport Card and
Washington State EDL in several different physical environ-
ments, namely: (A) Indoors, freestanding, but with other
objects nearby; (B) Indoors, in a corridor, with no other
nearby objects; and (C) Outdoors in freespace. In all en-
vironments, we also evaluated various ways of carrying the
cards, namely: (1) Held away from the body; (2) Inside a
purse; both inside a wallet and in a side pocket; (3) In a
backpack; (4) In a wallet in a back trouser pocket; (5) In a
wallet in a front shorts pocket; and (6) Adjacent to a wallet
in a front shorts pocket. The wallet contained 14 magnetic
stripe cards, two non-magnetic stripe plastic cards, nine pa-
per cards, and approximately six dollar bills.

To evaluate the effectiveness of radio-opaque protective
sleeves, we measured the maximum read range in a variety
of situations, namely: (i) In a new sleeve, held out by hand;
(ii) In a crumpled sleeve, held out by hand; (iii) In a new
sleeve, in a wallet in a back trouser pocket; and (iv) In a
crumpled sleeve, in a wallet in a back trouser pocket.

We used Secure Sleeves™™ from Identity Stonghold, the
manufacturer supplying sleeves for both the Passport Card
and the Washington State EDL [1, 43, 44]. The sleeves are
shown in Figure 1. We do not expect the ambient environ-
ment to impact the read ranges in these tests, as the ranges
are relatively short, so all shielded experiments were per-
formed in the lab. We also experimented with the EDL in a
sleeve obtained from the State of Washington and with the
Passport Card in a sleeve obtained from Passport Services,
and we report on these experiments as well.

To perform these experiments, we used an Impinj Speed-
way R1000 reader, with a Cushcraft S9028PCL circularly-
polarized antenna. The effective radiated power of the an-
tenna was 36 dBm, the maximum allowed by the FCC. The
center of the antenna was 88 cm off the ground, and the
cards were placed directly in front of the antenna. We mea-
sured the maximum distance at which we could read the
cards when held in place for up to five seconds. We report
these maximum distances in Table 1 (unshielded), Table 2
(shielded with the purchased Secure Sleeves’™), and Ta-

New Sleeve Crumpled Sleeve
EDL PC EDL PC
Freespace 20 cm | No Reads | 29 cm 34 cm
Back wallet | 27 cm | No Reads | 57 cm | No Reads

Table 2: Maximum read range in a Secure Sleeves”™

shielded sleeve

New Sleeve Crumpled Sleeve
EDL PC EDL PC
Freespace 62 cm | No Reads | 63 cm | No Reads
Back wallet No Reads No Reads

Table 3: Maximum read range in shielded sleeve
provided for use with the specific cards; at the time
of this writing the wallet was not available for us
to complete the measurements with the provided
sleeve and the EDL in a wallet

ble 3 (shielded with the sleeves provided for use with the
respective cards).*

Remarks. An RFID tag has not a single read range, but
in effect has multiple “read ranges,” depending on the op-
erational scenario [22]. The range of main interest in most
(benign) cases is that at which a reader can directly interro-
gate a tag. In a security context, though, the “eavesdropping
range” is another of interest. This is the distance from which
a rogue reader can intercept the reply of a tag to a legiti-
mate, interrogating reader. Eavesdropping is feasible at a
much greater distance than direct tag interrogation, as the
eavesdropping reader need not be close enough to the tag
to power it. Eavesdropping is also a passive activity, un-
detectable by radio-monitoring devices. Eavesdropping on
an EDL or Passport Card interrogation is sufficient to en-
able successful cloning as well as privacy attacks. We have
not yet conducted experiments on the eavesdropping ranges
for EDLs and Passport Cards. Such experiments would at
present require specialized firmware or equipment, as eaves-
dropping is not supported by off-the-shelf commercial read-
ers.

4. DEFENSIVE DIRECTIONS

4.1 Backward-compatible defenses against cloning

The Class-1 Gen-2 specification has no explicit anti-cloning
features [19]. For this reason, Juels [21] proposes the co-
opting of two Gen-2 access-control commands for authenti-
cation of tags, summarized as follows:

1. The KILL command. KILL is an EPC feature de-
signed to protect consumer privacy by allowing tags to be
disabled at the point of sale in retail environments. As a
mandatory part of the standard, KILL is implemented (to
the best of our knowledge) in all Class-1 Gen-2 EPC tags.
When a tag successfully receives the KILL command along
with a tag-specific 32-bit KILL PIN Py, it becomes perma-

4In a few situations, we exhausted the space available to us
in our experimental environment—i.e., backed ourselves into
a wall—before we could find the maximum distance. These
situations are denoted with a +.
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Scenario EDL PC EDL PC EDL PC

Freespace (Held Out in Hand) 530+ cm | 530+ cm | 4950+ cm | 4950+ cm | 788 cm | 720 cm
‘Wallet in Purse 277 cm | 528+ cm 1125 cm 276cm 586 cm 46 cm
Purse Side Pocket 528+ cm | 5284 cm | 4950+ cm | 4950+ c¢cm | 833 cm | 190 cm
Wallet in Back Pocket 253 cm 57 cm 193 cm 62cm 182 cm 58cm
‘Wallet in Front Pocket 270 cm 244cm 886 cm 65cm 240 cm 192cm
Next to Wallet in Front Pocket 417 cm 320 cm | 49504+ c¢cm | 1137 cm 833 cm | 580 cm
Empty Backpack 5284 cm | 5284+ cm | 49504+ cm | 4950+ cm | 1050 cm | 982 cm

Table 1: Maximum read range in a variety of situations

nently inoperative. Tag disablement, however, is a power- Monza tag for this experiment. We first determined the

intensive operation. When a reader transmits the KILL
command with power sufficient for the tag to respond, but
not to disable itself, the tag replies with a Not Enough Power
response. In this type of low-power session, a side-effect is
that the tag also indicates the correctness or incorrectness
of the PIN transmitted by the reader.

Co-opting KILL for tag authentication. A reader with
knowledge of Pyii can authenticate a tag by constructing an
invalid PIN Pj,;, and transmitting the pair (Pj;;;, Priu) in a
random order across two low-power kill command sessions.
A valid tag will acknowledge the correct PIN and reject the
incorrect PIN; an invalid one can respond correctly with
probability at most 1/2. We refer to this idea as KILL-
Based Authentication (KBA).

While a detection probability of 1/2 is not high for an
individual tag, it is high enough for detection of cloning on
a systemic basis. Also, by transmitting N — 1 spurious PINs
and one legitimate one, at a linear cost in authentication
time, a reader can boost its probability of detection of an
invalid tag to 1 — %

The challenge of KBA, and the one we investigate below,
is the reliable transmission of commands in the low-power
regime of a target tag. Too much power, and the tag will be
killed.® Too little, and the tag will not respond. To the best
of our knowledge, KBA has remained a research proposal,
and not yet seen empirical study.

2. The ACCESS command. EPC tags can carry secret
data D with read-access control. Such data are readable
only through use of the ACCESS command, with an ac-
companying tag-specific 32-bit PIN Ppccess. The KILL PIN
itself is one such piece of read-protected data.

Co-opting ACCESS for tag authentication. An entity
with knowledge of Pyccess for a tag as well as D can authenti-
cate the tag by checking D. An entity without knowledge of
Paccess cannot extract D without physically attacking the
tag. This mode of authentication is a kind of one-time
challenge-response that we refer to as ACCESS-based au-
thentication (ABA).

We performed a quick experiment to determine whether
ABA would impact read range. We used a new Impinj

®As an alternative to power-calibration, [21] also proposes
the manufacture of tags in which KILL always operates as
if in the low-power regime, i.e., in which a manufacturer
sacrifices KILL as a privacy feature in exchange for KBA.
However, this would be a violation of the EPC Gen2 stan-
dard.

maximum read range of the tag outdoors (as in Section 3.4).
We then programmed Py and Pyccess onto the tag, locked
them against unsecured reading or writing, programmed the
reader to use Ppccess to read Prinr, and again measured the
maximum read range. For our particular tag, we found a
maximum read range of 475 cm in both instances, suggest-
ing that ABA should not significantly impact read ranges.

Variants are possible. For instance, without the presence
of a secret D, a form of weak ABA is possible in which
Phccess is used in the same mode as KBA | i.e., tested through
embedding in a set of spurious PINs. This weak ABA is the
only form that would seem generally viable in today’s EDL
/ PASS infrastructure. Passport Cards carry secret data D
in the form of Py, but EDLs, as noted above, do not have
their KILL PINs set.

A stronger variant is possible as a form of crude rolling
code created by overwriting D with a new random value D’
on each authentication and storing this new value in a back-
end system. (While an attacker could sniff D’ and continue
using a cloned card, once the legitimate card was read, the
duplication of D’ would be discovered.)

Advantages and limitations. Both KBA and ABA have
advantages and disadvantages. KBA is of interest for two
reasons. First, ACCESS is an optional, not a mandatory
command in the EPC standard, so tags need not in prin-
ciple support it. Second it is possible to deploy the ABA
and KBA independently. One entity can use Py to au-
thenticate tags using KILL, but cannot perform tag cloning
against a second, more privileged entity with knowledge of
Poccess. For example, Py might be revealed to state law en-
forcement officials, allowing them to authenticate tags (and
kill them), but not to clone them.

Neither technique, of course, is resistant to eavesdropping.
They are ad-hoc tools meant to allow authentication in the
absence of cryptography or other supporting features. The
most compelling feature of KBA and ABA (where available)
is their backward compatibility. Neither requires any mod-
ifications to already deployed EPC tags. Finally, KBA, if
not carefully implemented, may in some cases actually kill
the cards.

4.2 Experiments in KILL-based authentication

To evaluate the viability of KILL-based authentication
(KBA) we explore the design space of possible KBA algo-
rithms. As we have explained, the implementation challenge
of a KBA algorithm is to calibrate the transmit power of a
reader such that it can interrogate tags freely, but does not
give the tags enough power to kill themselves.
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Table 4: Simple KILL-based Authentication

As a first step, we consider a simple algorithm in which
a reader ramps up power until it receives a response from a
tag. In particular, our implementation ramps up the reader’s
power from 15 dBm to 30 dBm (the full range of our reader)
in 0.25 dBm increments (the minimum supported by our
reader), transmitting a KILL command at each power level
in turn. (Our antenna provides an effective 6 dB gain.)
When the reader successfully receives a reply from the target
tag, the power level is fixed. The reader then sends a total of
N KILL commands, with N —1 bogus PINs, and 1 real PIN.
We tested this algorithm with a tag placed at distances of 40
cm to 200 cm from the antenna, in 10 cm increments. For
our tests we set N = 10; we repeated the algorithm 10 times
at each distance. All experiments were performed with the
same setup that we used in our distance tests (see section
3.4). If despite the initial power calibration, a tag did not
consistently respond across the authentication session, we
treat the authentication attempt as unsuccessful. We report
the number of successful authentications and unintentional
KILLs in Table 4.

The simple power-ramping algorithm unfortunately has a
notable weakness: If the tag is too close, the reader power
cannot be adjusted to a low enough level to avoid killing
it. These unintended kills aside, the algorithm proves fairly
robust, successfully authenticating tags a majority of the
time. (In practice, of course, an authentication attempt
could merely be repeated if unsuccessful.) A reader with
support for lower-power emission could in principle support
shorter-range KBA.

A good KBA algorithm should be robust enough to sup-
port a wide variety of reader characteristics. With this prin-
ciple in mind, we developed a more sophisticated KBA al-
gorithm that tries to avoid unintentional kills by ensuring a
sharp separation between the power levels required for read
and write operations and carefully calibrating its power be-
tween these two levels. We refer to this algorithm as scaled
KBA. Scaled KBA involves a calibration phase with five
steps:

1. By means of power ramping, determine the minimum
reader power level PW Rg required to read the target

tag.

2. By means of power ramping, determine the minimum
reader power level PW Rw required to write to the
tag.

3. Verify the availability of minimum margin PW Ry —
PWRgr > p, where p is a minimum power-margin
parameter. If not, abort.

4. Scale the reader’s power level within the range PW Rp+
§(PWRw — PWRg), for 6 € [0,1].°

5. Ensure that the power level selected doesn’t allow a
tag to write to itself.

Note, however, that steps 2 and 5 require writing to the
tag. One potential option is to temporarily overwrite part of
the tag’s EPC value. We used this technique and performed
these tests with our own tags. This technique will not work
on cards where all memory is permalocked read-only (such
as the Passport Card).

After some cursory tuning, we adopted u = 2dBm and § =
1/4 in our experiments. As in the simple KBA algorithm,
we incremented the power of the reader from 15 dBm to 30
dBm in 0.25 dBm increments, and let N = 10. We evaluated
this algorithm at distances from 10 cm to 200 cm from the
antenna, in 10 cm increments.

We executed the scaled KBA algorithm 100 times at each
distance. Table 5 reports the number of successful authen-
tications at each distance. We also report authentication
failures due to detection of a power margin below pu, to a
failed write test (where the the tag’s EPC value is temporar-
ily changed when it shouldn’t be), or to an accidental kill.
Other authentication failures occur when the tag fails to re-
spond with an “insufficient power” code on the correct PIN.
This can be caused by a number of factors, from RF noise,
or to the tag not having enough power to correctly execute
its state machine. These results are summarized in Table 5.
We report power and timing measurements in Tables 6 and
7 in the appendix.

We see that the scaled KBA algorithm achieves its objec-
tive of reducing (and seemingly eliminating) unintentional
kills at short range. Table 6 is especially informative: If the
minimum read level is above 16 dBm, there is always at least
a 2 dBm margin between the mean minimum read and write
power levels.

The scaled KBA algorithm does, however, produce a small
rate of unintentional killing in the range of 130-150cm. The
reason is unclear. (Multipath effects, for instance, can intro-
duce unpredictable phenomena into wireless environments.)
In well controlled physical environments, e.g., in an “authen-
tication chamber” at a border crossing, however, we believe
it would be possible largely to eliminate the power fluctua-
tions that cause unintentional killing. Indeed, in such envi-
ronments, the simple KBA algorithm might itself be effec-
tive. Reducing N or disregarding failed responses to spuri-
ous PINs, with an appropriate adjustment in authentication
confidence, would also help.

We believe that the best and most robust approach to the
problem of unintentional killing, however, is to constrain the
power delivered to a tag by modifying the reader protocol.

50f course, more sophisticated scaling functions are possi-
ble.



Distance | Auths Mz?.rgm WlTlte Test | i1
Failures Failures
10cm 0 100 0 0
20cm 0 99 1 0
30cm 0 100 0 0
40cm 0 100 0 0
50cm 0 99 1 0
60cm 98 0 0 0
70cm 91 5 0 0
80cm 96 1 0 0
90cm 91 0 0 0
100cm 8 4 - 0
110cm 63 18 14 0
120cm 58 29 12 0
130cm 62 ] 3 1
140cm 50 43 1 1
150cm 84 D) 3 5
160cm 83 4 - 0
170cm 88 D) 0 0
180cm 89 0 0 0
190cm 89 2 0 0
200cm 83 10 1 0

Table 5: Scaled Timing and Reliability Results

In particular, we suspect that an abrupt cutting of a reader’s
emission in the course of a KILL command might put a tag
reliably in the low-power regime. Such approaches, how-
ever, would require modification to reader firmware and/or
hardware. We therefore reserve them for future work.

In summary, our experiments show that KBA authentica-
tion is a viable technique, and thus an attractive complement
or alternative to ABA for off-the-shelf EPC tags.

Remark. As we have noted, the write operation is not a
mandatory feature in Gen-2 tags. It is interesting to observe,
however, that our scaled KBA algorithm only attempts au-
thentication when the minimum power level is above 16
dBm. For tags that do not support the write operation,
therefore, a variant of our simple KBA algorithm that first
checks that the minimum read-power level is 16dBm would
merit investigation. Since Passport Cards are permalocked
read-only, this variant seems like the most promising ap-
proach if KBA is to be integrated.

4.3 Protecting privacy

Passport Cards and EDLs present a risk of clandestine
tracking of bearers based on the uniquely identifying data
they contain. Many already deployed and commonly carried
RFID tags already present much the same risk, including
RFID-enabled credit cards, proximity cards, and automo-
bile ignition keys. Similarly, mobile handsets are subject to
secret tracking, by means of both their cellular signals and
their secondary wireless interfaces, such as Bluetooth and
WiFi.

EPC tags, however, present a somewhat distinct privacy
problem. As our experiments show, their read range con-
siderably exceeds that of other common RFID tags. High-
frequency and low-frequency tags are vulnerable to clandes-
tine interrogation only at short range—generally no more
than a meter [22]. Additionally, the EPC tags in Passport
Cards and EDLs are identifiable as such (their EPC values

have a common prefix), and therefore reveal potentially sig-
nificant personal information. For example, as Washington
State is the one of only two states thus far to issue EDLs, and
the EPC tags in its drivers’ licenses are distinct from those
in Passport Cards, it is possible to identify a (probable) res-
ident of Washington State surreptitiously by means of her
EDL. The RFID tags in other items, like credit cards, are
similarly identifiable, but again, their read range is rather
more limited.

Given the EPC tags also differ from other long-range radio
identifiers (such as cellular, Bluetooth, and WiFi signals) in
that it is fairly plausible that large EPC-reading infrastruc-
tures will be set up for item-level tracking. Additionally,
there may be cases where people will have their Passport
Cards or EDLs on them but not other computational de-
vices.

A central issue created by the lack of privacy with EPC-
tagged identity documents is the increased risk of cloning
based on clandestine scanning. The best way to protect
against this threat is to incorporate higher-cost RFID tags
that support strong cryptographic authentication. United
States e-passports, as noted above, carry cryptographic pro-
tections which, while imperfect in several respects [23], prob-
ably afford adequate protections against cloning and attacks
on privacy for most bearers.

Given the choice by the Department of Homeland Secu-
rity and the Department of State to incorporate EPC tags
into EDLs and Passport Cards respectively, KBA and/or
ABA can serve as weak stand-ins for cryptographic authen-
tication, with no impact on tag cost. KBA does, however,
impose shorter operational ranges than reading, and might
therefore be best deployed on a selective basis, perhaps as
part of the final confirmation of passenger identities at the
border. While we have reason to believe ABA does not af-
fect operational read ranges (see Section 4.1), given the vul-
nerability of both techniques to eavesdropping, short-range,
low-power operation might be the preferred mode of use in
any case.

Protection of tag privacy itself confers protection against
cloning. Researchers have proposed a number of techniques
for protecting tags against unwanted scanning, some of which
need not significantly undermine the cost and range charac-
teristics of EPC tags.” Among the techniques applicable to
privacy protection in identity documents are:

e On/off sensors: A light sensor can block data release
by an EPC tag inside a wallet or purse; conversely,
a push button might require a holder intentionally to
activate an identity document for scanning. Capacitive
sensing [12] can detect the touch of a bearer as a form
of authorization.

e Motion sensors / secret handshakes: Heydt-Benjamin

et al. [17] suggest the use of sensors to detect certain
bearer motions as prerequisites for data release, e.g.,
a “tap-and-go” gesture for a credit card. Czeskis et
al. [12] expand on this idea and actually demonstrate
a practical, passive tag whose motion sensor authorizes

"Fishkin et al. [13] propose a clever and potentially inexpen-
sive approach to privacy protection in which a tag estimates
the physical distance of an interrogating reader and discloses
data selectively. Unfortunately, given the need for long read
ranges in ordinary use, we see no way to apply this technique
to the problem of identity-document protection.



data release only on execution by the bearer of an as-
signed gesture, such as the waving the tag in front of
the reader.

Blocker tags: Proposed in [24], blocker tags offer an
alternative to protective sleeves. Comparable in form
and cost to an ordinary tag, a blocker tag prevents the
scanning of other, nearby RFID tags. An EPC-specific
blocker tag might be carried in a wallet or purse along-
side EPC-tagged identity documents. In this case, re-
moval of an identity document for presentation might
automatically separate it from the blocker and enable
it to be scanned—without the inconvenience of a pro-
tective sleeve.

5. RFID AT THE BORDER: A CASE STUDY
SECURITY APPLICATION OF RFID

DHS includes the U.S. Customs and Border Protection
agency, and is thus responsible for the logistics around bor-
der control. While DHS has not disclosed the precise proce-
dure for border crossing using a Passport Card or EDL [29],
we can glean a basic outline from sources such as [3, 5, 31].
Given the partial disclosure of border crossing procedures,
we stress that part of the discussion below is speculative.
Nevertheless, we believe that the lessons learned from these
discussions could be useful in U.S. border crossing scenar-
ios, as well as in other RFID deployment scenarios, including
border crossing scenarios in other countries seeking to deploy
similar technologies.

1. Radio presentation of cards: As a passenger ve-
hicle approaches the checkpoint, the passengers place
their Passport Cards / EDLs on the dashboard. If
the passengers keep their cards in protective (Faraday-
cage) sleeves, then they remove those cards from the
sleeves first. (The long read range of Gen-2 tags sup-
ports this procedure.)

2. Scanning and database querying: A reader scans
the cards and extracts their identifiers. These identi-
fiers are used to reference passenger dossiers in a fed-
eral database and display their contents to a border
control agent.

3. Confirmation: The border control agent visually ver-
ifies the correspondence between the database photos
and passengers.

Whether the border control agent will physically inspect
the identity documents of all passengers has not been pub-
licly disclosed, nor has the policy governing interviews of
passengers. Any of several factors, however, might prompt
a border-control agent to interview passengers or inspect
their cards, e.g., a seeming mismatch between the database
photo of a passenger and her appearance, the presence of a
passenger name on a watchlist, etc. Our personal communi-
cations with DHS suggests that border crossing agents may
inspect the physical documents of all travelers.

It is possible (although unlikely in our view) that DHS has
implemented weak ABA for Passport Cards and EDLs, or
ordinary ABA just for Passport Cards. This countermeasure
would help combat the risk of cloning of cards. We are
unable to ascertain based on our experiments whether or

not such a countermeasure is in place.® Given that the KILL
PIN is not set in the Washington State EDL, it seems likely
that no kill-based authentication takes place.

5.1 Operational risks

We now discuss three potential systemic risks around Pass-
port Cards and EDLs resulting from the vulnerabilities in
their EPC tags.

5.1.1 EPC data and cognitive biases in passenger
screening

The DHS border-crossing protocol threatens to create a
new and significant cognitive influence on the passenger screen-
ing process based on the authenticity of EPC tags. As we
now explain, three well-documented cognitive phenomena
suggest this risk: automation bias, primacy effects, and vig-
ilance decrement.

The function of EPC-tag scanning is to flag travelers on
watchlists automatically as an initial decisional indication to
border control agents—through the scanning and database
querying step of the screening process mentioned above. Re-
search on human factors in aviation systems documents a
significant bias in human decision-making in response to au-
tomated cues, a phenomenon known as automation bias. In
a study involving simulated flight tasks, for instance, Skitka,
Mosier, and Burdick [40] find that automated decision rec-
ommendations around the discharge of a given task reduce
the vigilance of human operators. They note that, “The
presence of automated cues appears to diminish the likeli-
hood that decision makers will either put forth the cognitive
effort to seek out other diagnostic information or process all
available information in cognitively complex ways.SS

The accuracy of the initial watchlist flagging process hinges
entirely on whether or not a scanned EPC tag is authentic.
A counterfeit tag will point to an inaccurate traveler record.
Thus, while the passenger screening operation potentially
involves multiple stages of validity checking, the authentic-
ity of EPC tags promises to exert a significant influence over
border-agent decision making.

This influence occurs at the critical, first stage of the
screening process. The function of EPC-tag scanning is to
identify passengers on watchlists before the border-control
agent interacts with them. (In contrast, when EPC tags are
not present, the border agent receives essential cues as to
passenger validity prior to critical stages of the decision mak-
ing process: When performing manual handling of identity
documents, an agentgs first point of interaction is with pas-
sengers and identity documents themselves.) Consequently,
the adoption of EPC-driven screening creates new scope for
automation bias through the entire screening process.

The EPC-dependent watchlist check on passengers is also
likely to weigh disproportionately with a border agent be-
cause of a psychological phenomenon known as the primacy
effect. When people draw conclusions on the basis of infor-
mation acquired and integrated over time, the information
acquired early in the process typically carries more weight
than that acquired later [38, 26]. When a border agent is
informed at the beginning of the screening process that the

8Tt would be possible to determine whether ABA takes place
at the border by recording a reader-tag interrogation and
analyzing a transcript. A would-be attacker could perform
this procedure passively and therefore without detection,
i.e., without emitting a radio signal.



passengers in a vehicle are not on any watchlist, the primacy
effect predicts a priming toward a lower state of alertness.

The rarity of watchlist sitings is another reason to an-
ticipate sub-optimal levels of border agent vigilance in the
face of automated cues. The number of travelers present
on the TSA no-fly list includes a small fraction of the trav-
eling population [42]. It seems probable that watchlists at
land and sea ports will be similarly limited. Research on
people performing source monitoring for rare, unpredictable
targets—such as airport security screeners examining bag-
gage for weapons—has confirmed a cognitive phenomenon
known as vigilance decrement. As people grow habituated
to benign stimuli over time, their accuracy and speed of de-
tection deteriorates [11].

It is possible that DHS has studied the effects of au-
tomation bias, primacy effects, and vigilance decrement and

sought to embed compensating elements in the border-crossing

protocol. The cloning vulnerability of EPC tags, however,
clearly creates a security environment with a critical—and in
our view, fragile—dependence on unfavorable psychological
conditions.

5.1.2 Challenges in protective-sleeve acceptance

Research on public-health campaigns has long documented
the essential nature of fear appeals in stimulating protective
behavior. The perceived probability and severity of a threat
are key determinants of whether the public will adopt pro-
posed protective measures [47]. Not surprisingly, empirical
studies show that that strong fear appeals produce high lev-
els of perceived severity and susceptibility, while low or weak
fear appeals do not [49]. Additionally, research has clearly
established that people respond to concrete scenarios and
threats more than abstract ones [9)].

The warnings on protective sleeves and associated mate-
rials for Passport Cards and WA EDLs are abstract, rather
than concrete; they do not convey a strong fear appeal.
The Washington State Dept. of Licensing notes that, “The
sleeve protects the Radio Frequency Identification (RFID)
tag in your Enhanced Driver License/ID Card from being
read when the card isn’t being used for border crossing”
[32]. The reverse side of the Passport Card simply states,
“Your Passport Card should be kept in its protective sleeve
when not in use.”

We believe that these messages will result in low levels of
sleeve use, particularly given the benefit of convenience in
non-use [37].° An effective educational campaign would need
to alert people to a serious, specific risk associated with non-
use of sleeves. (E.g., “if you don’t use your sleeve, there’s
a serious risk that a criminal will skim your card and steal
your identity.”) It seems unlikely that government agencies
will draw attention to such specific vulnerabilities in the
WHTI system or to advertise security breaches. Without
such specificity, though, there is a risk of public habitua-
tion and complacence over time [10] resulting in low use of
sleeves.

5.1.3 Design drift

Second, there is the risk of what we call design drift. In
its specification of e-passport standards [18], International
Civil Aviation Organization (ICAO) noted the possibility of

While the owners of the three identity cards we used in
our experiments have a personal and professional interest in
privacy issues, they in fact misplaced their sleeves.

e-passports application being extended to authentication in
commercial settings. If EDLs or Passport Cards see use out-
side the specially constrained setting of border crossing, ex-
treme care will be required. Given the many uses of drivers
licenses today, e.g., age-identification for liquor purchases,
gradual use of their EPC tags for new applications—i.e., mis-
sion creep—is easily conceivable. Further, additional uses of
the EDL and Passport Cards might evolve outside of the
U.S., particularly if other countries adopt similar technolo-
gies.

The use of EPC tags in EDLs is itself an example of de-
sign drift and its dangers. The first concrete design and
implementation of the technology was for the Passport Card.
Roll-out to EDL programs, such as that of Washington State,
took place subsequently [33]. We noted above the vulner-
ability created by unlocked “kill” PINs in the Washington
State EDL, as well as the susceptibility to clandestine scan-
ning through a protective sleeve. These deficiencies may well
have arisen due to a lack of comprehensive technical criteria
by U.S. agencies.

Additionally, Passport Cards and EDLs will probably see
different modes of use. As a newly created form of docu-
ment for relatively infrequent use, the Passport Card may
inspire its bearers to exercise special security precautions,
like use of a protective sleeve. In contrast, many holders
of drivers licenses carry them at all times in their wallets,
and have done so for years without any special protective
measures. Given how frequently people handle them and
the long established patterns of use for drivers licenses, it is
difficult to imagine that bearers will consistently use their
protective sleeves. Moreover, there are legitimate use cases
for drivers licenses that will require their owners to remove
them from the protective sleeves, such as when making cer-
tain purchases, checking into hotels, or entering bars.

5.2 Specific threats

5.2.1 lllegal border-crossing via counterfeiting

In principle, even if border control agents do not phys-
ically inspect cards, visual inspection of passengers offers
a check against cloning. In effect, the border control agent
biometrically authenticates passengers (performs face recog-
nition) by visual inspection. As acknowledged by DHS in
its Privacy Impact Assessment, however, there is a risk of
impostors stealing identities from victims with similar phys-
ical appearances [31]. It seems likely that passengers will
in many or most cases not need to disembark from their
vehicles. Thus, suboptimal lighting conditions are to be ex-
pected, and secondary cues like passenger height may be
intelligible to border-control agents.

Of course, it is possible to create counterfeit conventional
drivers’ licenses or passports or duplicate these identity doc-
uments without exploiting their EPC tags. The presence of
EPC tags, however, creates two new vulnerabilities:

e Remote cloning: EPC tags eliminate the need for
an attacker to obtain physical possession of a card in
order to clone its electronic contents. A single clandes-
tine read suffices. (Use of some form of ABA at U.S.
borders, if present, would help alleviate this risk.)

e Clandestine victim profiling: The read range of
EDLs and Passport Cards is long enough for an at-



tacker to monitor bearers’ movements and target vic-
tims according to their patterns of border crossings.

We illustrate these vulnerabilities with an example:

A human-smuggling ring aims to bring illegal aliens into
the U.S. from Mexico. The smuggling ring hides card read-
ers and cameras in highly frequented locations near the U.S.-
Mexican border, e.g., bars, convenience stores. It monitors
and records the identifiers in EDLs and Passport Cards, as
well as photos of their bearers. To identify a victim whose
card is to be cloned for a target imposter, the ring: (1) Iden-
tifies close matches between the imposter and the victims in
its roster, and (2) Selects a victim among these matches
that has been seen recently on the Mexican side of the bor-
der. (Two crossings into the U.S. without a corresponding
crossing into Mexico might trigger heightened scrutiny.)

If the impostor’s card is not physically inspected, the
forged card need not carry a valid photo or even resemble
a true identity document. As a human-smuggling operation
need not achieve more than a reasonable probability of suc-
cess, this attack would be broadly successful provided that
cards are not consistently subject to careful physical inspec-
tion. As an additional scenario, anyone who is currently
able to physically manipulate a card (e.g., a hotel’s check-in
attendant or a bartender) could clone both the physical and
electronic representation of the card.

5.2.2  Denial-of-service attacks

Our study suggests that anyone with a Gen-2 reader near
a Washington State EDL can permanently disable the RFID
chip without authorization; see section 3.3.

One of the benefits of EDLs is improved convenience for
border crossings. Disabling an EDL would naturally nullify
this benefit. Worse still, border crossings agents will likely
not expect to encounter EDL cards with disabled RFID com-
ponents and hence will likely spend more time interacting
with a person attempting to cross a border with a disabled
EDL than with a person attempting to cross the border with
a traditional passport. This leads to at least three classes
of scenarios in which an attacker might wish to leverage the
EDL’s vulnerability to cause havoc: attacks against targeted
individuals, malicious pranks against random individuals,
and attacks against the entire border crossing system.

We again illustrate these vulnerabilities with an example,
though stress the other examples abound:

There will soon be massive border crossings between Wash-
ington State and Canada for the 2010 Olympics in Vancou-
ver, BC. An attack on the efficiency of these border crossings
could cause serious disruption. One could easily imagine a
large-scale denial-of-service attack against these cards at the
2010 Vancouver Olympics. For example, an attacker could
set up an RFID reader to kill any EDLs it sees near the
venue’s entrances. An attacker could also place malicious
readers near the key rest facilities and other nearby locales.

The Departments of State and Homeland Security point
out that the EDLs and Passport Cards have Machine-Readable
Zones that can still be processed if the RFID tag cannot be
interrogated. However, this contradicts a statement made
by the State of Washington in their EDL FAQ, which states
that “tampering with or deactivating the RFID tag embed-
ded in your EDL/ID will invalidate the card so it cannot be
used for border crossing [32].”

5.2.3 Other scenarios

We stress that there are other examples of how one might
abuse the current properties of the EDL and Passport Cards.
For example, an attacker might place a doctored Gen-2 tag
on the dashboard of a victim’s car. This Gen-2 tag could be
the clone of the EDL of another person, thereby potentially
causing the victim extra hassle at the border.

The purpose of this section is not to exhaustively describe
all possible risks associated with the current EDL and Pass-
port Card implementations, but to merely survey the po-
tential threat landscape. We would be remiss, however, not
to remark once again about the privacy concerns associated
with the use of persistent and easily readable identifiers on
the EDLs and Passport Cards. Even though the EPC val-
ues on these cards do not reveal the owner’s name directly,
there are many straightforward indirect methods for exploit-
ing these EPC values to compromise an individual’s privacy
and safety. The risk of using persistent identifiers is indeed
well known, as exemplified by the many works highlighting
the same risks with other technologies, e.g., [15, 20, 22, 36].
The privacy concerns are amplified for the EDLs and Pass-
port Cards because of their long read ranges and because
of the fact that, contrary to what most users would expect,
these cards can in some cases be read even when in protec-
tive sleeves.

5.3 Recommendations

We recommend several practices to reduce the risk of
use of cloned EPC-enabled identity documents in illegiti-
mate border crossings or other settings. We believe that the
following four recommendations are implementable in the
short-term.

1. Photo comparison: The photo in a Passport Card
or EDL may be regarded as a piece of secret data, al-
beit a weak one. As we have shown, an attacker can
skim and clone the EPC tag of a card while it is hid-
den. The corresponding photo can only be accessed
by means of direct visual contact. Thus, a card cloned
by means of remote skimming will contain a discrep-
ancy between its photo and the one registered in the
passenger database. An attacker can try to construct
a photo based on the face of the victim, but an astute
border-control agent, or an automated checking pro-
cedure should be able to detect differences. If border
control agents do not normally take physical possession
of identity documents, this procedure of comparison
might at least serve as a form of spot checking.

2. Set the KILL PIN on EDL cards: We recommend
that Washington State immediately move to set the
KILL PINs on the EDLs it issues.

3. Enable per-card TIDs on the EDL and Pass-
port Cards: We recommend that both the EDLs
and the Passport Cards use individualized TIDs for
each card. We stress, however, that the use of indi-
vidualized TIDs should only be seen as a temporary
and incomplete measure to make it harder (but still
far from impossible) to clone an EDL.

4. Random testing: We suggest that border agents
adopt a strategy similar to that used by airline security
screeners: Train customs officials in how to respond to



cloning and killing attacks by randomly sending un-
dercover agents across the border with cloned or killed
EDL or Passport Cards.

We additionally make the following longer-term recommen-
dations:

1. Anti-cloning for EPC: Using the techniques we have
outlined in section 4, the EPC tag in an identity doc-
ument may itself be authenticated by means of KBA
or ABA. The authentication procedure itself would in-
volve emission of the corresponding PIN, and there-
fore, to prevent eavesdropping attacks, might be best
performed in a Faraday cage in cases where the border-
control agent takes physical possession of cards. (KILL-
based authentication also requires a precise physical
layout to prevent tag destruction.)

2. Improving privacy: There are many opportunities
to further improve the privacy properties of both the
EDLs and the Passport Cards—and indeed many other
uses of RFID tags. In addition to the standard cryp-
tographic solutions, there are solutions that are back-
wards compatible with existing RFID reader deploy-
ments. For example, the EDLs and Passport Cards
might incorporate capacitive sensors or gesture recog-
nition techniques [12], and people might choose to use
Blocker Tags instead of protective sheaths [24].

3. Switch to another technology: As an even stronger
recommendation, we suggest that the DHS and other
relevant entities consider adopting other technologies
with stronger security and privacy properties. At one
extreme, the relevant bodies might consider EDL- and
Passport Card-equivalents that do not have embed-
ded wireless technologies like RFIDs. At another ex-
treme, the relevant bodies might consider the adoption
of tamper-resistant RFID technologies with stronger
cryptographic protection mechanisms.

6. CONCLUSION

In this paper, we have explored the issue of cloning in
what could well become the most widely deployed radio
device on the planet, the Class-1 Gen-2 EPC tag. As a
point of departure and example, we have focused on deploy-
ment of these RFID tags in Passport Cards and Enhanced
Drivers Licenses. We have shown that radio-layer cloning is
a straightforward matter, but that the implications in the
operational setting of border control are themselves some-
what more complicated.

The lessons we have gleaned here on cloning and anti-
cloning extend well beyond the setting of EDLs and Pass-
port Cards to EPC deployment in any setting where cloning
or counterfeiting poses a risk. For example, with the en-
couragement of government regulators, the pharmaceutical
industry is gradually embracing EPC for tracking and anti-
counterfeiting at the prompting of the United States Food
and Drug Administration [45], foreshadowing the technol-
ogy’s broad industry use as a security tool. Indeed, counter-
feiting of consumer goods is a risk in nearly every industry.
Thus the facts and ideas we have presented are of general
interest in EPC deployment, particularly the read ranges of
EPC tags and practical demonstration of the co-opting of
EPC commands for anti-counterfeiting.
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APPENDIX
A. ANTENNA IMAGES

Since the Washington State Enhanced Drivers License and
Passport Card have different performance characteristics, we
investigated the antenna configuration inside each card. We
backlit both cards in a dark room and photographed them
up close. We blurred out certain personally-identifiable in-
formation the cardholders do not want public. These images
are shown in figures 2 and 3.

B. EXPERIMENTAL RESULTS FOR SCALED

KBA

Here we report experimental results on our scaled KBA
technique omitted from the main body of the paper. In
Table 6, we report reader power measurements. For 100
iterations of scaled KBA, we list the mean minimum read
and write power levels found, as well as their standard devi-
ations. In Table 7, we report timing results. The mean time
to determine the minimum read and write power levels, and
to perform the write and authentication tests, are reported.

B.1 Received Signal Strength Indicator (RSSI)
Measurements - Rx

Gen 2 RFID framework is implemented using UHF (Ultra
High Frequency) spectrum, make it suitable for uses where
high data rates and longer distance are needed. However
UHF suffers form one major drawback and that is that
signals do not pass easily through materials as it is the
case with RFIDs which work on lower frequencies. Dense
reader environment amplifies this effect even to greater ex-
tent, even though Gen 2 implements Dense Reader Mode
Protocol which tries to eliminate reading interferences. Fur-
thermore RSSI varies based on the CW (continuous wave)
configuration or modulation technique utilized by the man-
ufacturer. Additionally, objects to which the tag is mounted
and the orientation of the tag to the reader depending on
antenna configurations will dramatically impact the RSSI
output. Even the binary representation of a tags ID number
as it is modulated for RF can show a variance in RSSI from
one tag to another situated right next to each other. Fortu-
nately, several of issues addressed about have a symmetric
property and some of them can be easily discarded as prob-
lematic. Symmetry implies that the issue is bidirectional,
from tag to reader and vice versa.

Figure 2: The antenna inside a Washington State
Enhanced Drivers License. Certain personally-
identifiable information has been obscured.

Figure 3: The antenna inside a Passport Card. Cer-
tain personally-identifiable information has been ob-
scured.

The experiment we conducted was done in a very noisy
environment, consisted of multiple readers interfering with
each each other giving very inconsistent readings (Figure 1).
Setup was fairly simple. We had a single tag that was being
probed in clear line of sight. Our first goal was to determine
if there was any meaning that could be extracted from these
erratic readings. Given the setup above, we took n number
of readings and recorded those values. Afterward we kept
on shifting the tag few centimeters at a time and recording
those values as well. The results were as following. Taking
the average of values for each of the measurements reveled
interesting results. We were able to effectively determine
relative distance based on the averaged RSSI readings.

B.2 Power Calibration - Tx

Based on the received RSSI values, we need to be able
to produce a kill commands in a way that would result in
Insufficient Power response. The first task was to see how
fast the power setting could be calibrated.

B.2.1 Measuring Power Calibration Time Interval

After we acquired the values for time interval required for
reader to calibrate its power, we took the average which was
around 0.07s.



Distance

Mean Min. Read Power

SD Min. Read Power

Mean Min. Write Power

SD Min. Write Power

10 cm 15.3 0 15.0 0.0
20cm 15.3 0 15.0 0.2
30cm 15.3 0 0
40cm 15.3 0 0
50cm 15.3 0 15.1 0.1
60cm 15.3 0.1 17.1 0.2
70cm 15.7 0.9 17.7 0.8
80cm 15.3 0.4 17.6 0.4
90cm 15.6 0.4 17.9 0.4
100cm 17.7 0.9 20.1 0.8
110cm 18.0 0.9 20.3 0.9
120cm 21.2 1.3 22.9 1.3
130cm 20.4 1.3 22.8 1.2
140cm 22.3 1.6 24.7 1.5
150cm 19.8 0.8 22.5 0.8
160cm 20.0 1.0 22.4 0.8
170cm 19.6 0.8 22.4 0.7
180cm 21.8 0.5 24.8 0.5
190cm 18.7 0.6 21.4 0.6
200cm 21.6 0.8 24.6 1.1

Table 6:

Scaled KBA Power calibration results (All measurements are in dBm)

Mean Read | Mean Write .
Distance | Calib. Calib. Mean erte Mean . PIN

Time Time Test Time Test Time
10cm 374 ms 73.0 ms N/A N/A
20cm 384 ms 75.7 ms N/A N/A
30cm 352 ms 70.9 ms N/A N/A
40cm 383 ms 74.8 ms N/A N/A
50cm 376 ms 84.8 ms N/A N/A
60cm 392 ms 343 ms 334 ms 44.7 ms
70cm 422 ms 361 ms 435 ms 54.1 ms
80cm 411 ms 383 ms 352 ms 45.1 ms
90cm 435 ms 395 ms 453 ms 50.7 ms
100cm 403 ms 408 ms 636 ms 73.7 ms
110cm 399 ms 355 ms 594 ms 77.7 ms
120cm 378 ms 314 ms 580 ms 67.7 ms
130cm 401 ms 409 ms 586 ms 51.3 ms
140cm 385 ms 304 ms 576 ms 63.4 ms
150cm 389 ms 420 ms 542 ms 87.8 ms
160cm 396 ms 422 ms 532 ms 53.3 ms
170cm 388 ms 455 ms 523 ms 57.2 ms
180cm 373 ms 461 ms 540 ms 49.8 ms
190cm 378 ms 396 ms 469 ms 52.8 ms
200cm 379 ms 413 ms 547 ms 53.2 ms

Table 7: Scaled Timing and Reliability Results
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Figure 4: Blue - 32dB, Red - 16dB, Yellow - Switched

Even though, the measurements were very consistent, with
low standard deviation gave us little insight in if the power
calibration was actually finished within the hardware. In or-
der to verify this, we had to come up with a new scheme. The
only difference in the pseudo code from the above is that the
power level would alternate from low to high power setting
and whenever the power setting was altered we read exactly
one RFID tag and recorded its RSSI value. In other words,
making two different measurements with opposite power lev-
els with no overlapping values should not differentiate from
scheme above where we keep on alternating the power level.
Here is the graph representing the results.

Surprisingly, hardware and software calibration happen at
the same time as it can be seen from Figure 4. If it were not
the case that the power calibration was done completely, we
would have seen some values floating between low and high
power level regime.

B.3 Insufficient Power Protocol

Establishing the fact that the power calibration does ad-
here to the given specification, our next major task was to
design a protocol that would allow us to send a kill com-
mand and in return get a Not Enough Power response. Due
to noisy testing environment, a protocol had to be designed
in such a way that probing a tag would not result in an ac-
cidental kill. In order to achieve this, a statistical analysis
would need to be done - specifically, given a wanted CI (Con-
fidence Interval) we need to determine how many packets at
some signal strength level would need to be sent in order to
satisfy given CI.

It is important to notice that there is one to one corre-
lation between RSSIrx and RSSIrx - i. e. strength of
signal transmitted to get Not Enough Power Response and

the received signal strength of that same RFID. This allows
us to eliminate ranges for which we are certain we will not
get any response whatsoever, increasing the speed of the
overall process. After collecting the data, we create lookup
table which we will use to set the initial power settings to,
determined by the power level we receive from the RFID.
The lookup table has to be done manually, and it differs
from one RFID/Reader implementation to another.

In conclusion, the protocol does work with small error
associated with it. The reason why it fails in some small
subset of tries is unknown and hard to determine only using
software.



