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Executive Summary

Plan (“Plan”) was recognized as critical after the tragic

events of September 11, 2001, when nearly 3,000
innocent lives were lost as a result of terrorist attacks against
the United States. This event initiated a concerted effort by
American law enforcement agencies to correct the
inadequacies and barriers that impede information and
intelligence sharing—so that future tragedies could be
prevented.

The need for a National Criminal Intelligence Sharing

In spring 2002, law enforcement executives and intelligence
experts attending the International Association of Chiefs of
Police (IACP) Criminal Intelligence Sharing Summit recognized
that local, state, tribal, and federal law enforcement agencies
and the organizations that represent them must work towards
common goals—gathering information and producing
intelligence within their agency and sharing that intelligence
with other law enforcement and public safety agencies.
Summit participants called for the creation of a nationally
coordinated criminal intelligence council that would develop
and oversee a national intelligence plan.! In response to this
crucial need, the Global Justice Information Sharing Initiative
(Global) Intelligence Working Group (GIWG) was formed.
Local, state, and tribal law enforcement representatives were
key participants in the development of the National Criminal
Intelligence Sharing Plan.

Many state law enforcement agencies and all federal agencies
tasked with intelligence gathering and assessment
responsibilities have established intelligence functions within
their organizations. However, approximately 75 percent of
the law enforcement agencies in the United States have less
than 24 sworn officers, and more often than not, these agencies
do not have staff dedicated to intelligence functions. Officers
in these smaller, local agencies interact with the public in the

communities they patrol on a daily basis. Providing local
agencies with the tools and resources necessary for
developing, gathering, accessing, receiving, and sharing
intelligence information is critically important to improving
public safety and homeland security.

During a February 2003 speech, President George W. Bush
pledged to make information sharing an important tool in the
nation’s war on terror. “All across our country we’ll be able to
tie our terrorist information to local information banks so that
the front line of defeating terror becomes activated and real,
and those are the local law enforcement officials. We expect
them to be a part of our effort; we must give them the tools
necessary so they can do their job.” The National Criminal
Intelligence Sharing Plan is a key tool that law enforcement
agencies can employ to support their crime-fighting and public
safety efforts.

Whether it is the officer on the street, the intelligence manager,
or the agency executive having access to the information that
will help them do their job is essential. As law enforcement
officials begin reviewing this Plan, they should ask themselves
the questions, “What is my responsibility?” and “What can |
do to get involved?” They should assess what type of
intelligence functions are currently being performed in their
agency, and utilize the guidelines in this Plan to determine
how they can improve their intelligence process.

This report outlines specific “action steps” that can be taken
immediately by almost any agency and what can be expected
by performing those steps. The portion of the report titled
“The Rationale for the National Criminal Intelligence Sharing
Plan” should be carefully reviewed, as it provides an in-depth
discussion of the issues and recommendations presented in
the National Criminal Intelligence Sharing Plan.

1 Additional information on the IACP Summit can be located in Recommendations from the IACP Intelligence Summit, Criminal Intelligence Sharing: A National Plan for Intelligence-Led Policing at the Local, State, and Federal
Levels. This documentis available at: http://www.theiacp.org/documents/pdfs/Publications/intelsharingreport.pdf.
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The GIWG membership articulated a vision of what the National Criminal
Intelligence Sharing Plan should be to local, state, tribal, and federal law
enforcement agencies:

+ A modelintelligence sharing plan.
+ A mechanism to promote intelligence-led policing.

+ Ablueprint for law enforcement administrators to follow when enhancing or
building an intelligence system.

+ A model for intelligence process principles and policies.
+ Aplan that respects and protects individuals’ privacy and civil rights.

+ Atechnology architecture to provide secure, seamless sharing of information
among systems.

¢ Anational model for intelligence training.
¢ Anoutreach plan to promote timely and credible intelligence sharing.

+ Anplanthat leverages existing systems and networks, yet allows flexibility for
technology and process enhancements.

The GIWG focused their efforts on developing an intelligence
sharing plan that emphasized better methods for developing
and sharing critical data among all law enforcement agencies.

The GIWG identified several issues that were viewed as
inhibitors of intelligence development and sharing. The GIWG
expressed these issues as needs when formulating
recommendations for the national plan. One of the key issues
acknowledged by the GIWG was the need to overcome the
long-standing and substantial barriers that hinder
intelligence sharing. Examples include the “hierarchy”
within the law enforcement and intelligence communities and
deficits in intelligence. Overcoming the barriers that impede
information and intelligence sharing is a continuous endeavor
that will require a firm commitment by all levels of government,
and the implementation of the National Criminal Intelligence
Sharing Plan will most certainly assist in this undertaking.

The following additional issues were recognized and addressed
by the GIWG:

¢ The need to develop minimum standards for management
of an intelligence function.

¢ The need to establish a Criminal Intelligence Coordinating
Council, composed of local, state, tribal, and federal entities
that will provide and promote a broadly inclusive criminal
intelligence generation and sharing process.

¢ The need to ensure institutionalization of the National
Criminal Intelligence Sharing Plan.

¢ The need to ensure that individuals’ constitutional rights,
civil liberties, civil rights, and privacy interests are protected
throughout the intelligence process.

% Executive Summary

¢ The need to develop minimum standards for all levels of
the intelligence process: Planning and Direction,
Information Collection, Processing/Collation, Analysis,
Dissemination, and Reevaluation (feedback).

¢ The need to increase availability of information, from
classified systems to local and state law enforcement
agencies, for the prevention and investigation of crime in
their jurisdictions.

¢ The need to develop minimum criminal intelligence training
standards for all affected levels of law enforcement
personnel to include training objectives, missions, number
of hours, and frequency of training.

+ The need to identify an intelligence information sharing
capability that can be widely accessed by local, state,
tribal, and federal law enforcement and public safety
agencies.

From the issues identified above, the GIWG developed
recommendations for the National Criminal Intelligence Sharing
Plan. Following are the action items and steps that local,
state, tribal, and federal law enforcement agencies should
use as a road map to ensure that effective intelligence sharing
becomes institutionalized throughout the law enforcement
community nationwide.

This report represents the first version of the Plan that is
intended to be a “living document” and will be periodically
updated. Those charged with developing and implementing
the Plan will continue to solicit the involvement of the law
enforcement and intelligence communities, national
organizations, and other government and public safety entities,
in order to ensure that the Plan is responsive to their needs
for information and intelligence development and sharing.



Version 1.0

Action Items/
Recommendations

The primary purpose of intelligence-led policing is to provide
public safety decision makers the information they need to
protect the lives of our citizens. The following
recommendations detail the essential elements of the National
Criminal Intelligence Sharing Plan.

Recommendation 1: In order to attain the goals outlined
in this Plan, law enforcement agencies, regardless of size,
shall adopt the minimum standards for intelligence-led policing
and the utilization and/or management of an intelligence
function as contained in the National Criminal Intelligence
Sharing Plan. The standards focus on the intelligence
process and include elements such as mission of the function,
management and supervision, personnel selection, training,
security, privacy rights, development and dissemination of
intelligence products, and accountability measures.

The agency chief executive officer and the manager of
intelligence functions should:

+ Seekways to enhance intelligence sharing efforts and foster
information sharing by participating in task forces and state,
regional, and federal information sharing initiatives.

+ Implement a mission statement for the intelligence process
within the agency.

+ Define management and supervision of the function.

+ Select qualified personnel for assignment to the function.

¢ Ensure that standards are developed concerning
background investigations of staff/system users to ensure
security (of the system, facilities, etc.) and access to the
system/network.

+ Ensure appropriate training for all personnel assigned to or
impacted by the intelligence process.

¢ Ensure that individuals’ privacy and constitutional rights
are considered at all times.

¢ Support the development of sound, professional analytic
products (intelligence).

¢ Implement a method/system for dissemination of
information to appropriate components/entities.

+ Implement a policies and procedures manual. The intent
of the manual is to establish, in writing, agency
accountability for the intelligence function. The manual
should include policies and procedures covering all aspects
of the intelligence process.

+ Implement an appropriate audit or review process to ensure
compliance with policies and procedures.

+ Promote a policy of openness when communicating with
the public and all interested parties regarding the criminal
intelligence process, when it does not affect the security
and integrity of the process.

National Criminal Intelligence Sharing Flan

Recommendation 2: In order to provide long-term oversight
and assistance with the implementation and refinement of
the National Criminal Intelligence Sharing Plan, a Criminal
Intelligence Coordinating Council (CICC) should be established
as contemplated in the IACP Criminal Intelligence Sharing
Report. The purpose of the CICC is to advise the Congress,
the U.S. Attorney General, and the Secretary of the
Department of Homeland Security on the best use of criminal
intelligence to keep our country safe. The CICC should operate
under the auspices of the Global Advisory Committee (GAC).
The CICC should consist of representatives from local, state,
tribal, and federal agencies and national law enforcement
organizations. The GIWG will act as the interim CICC until
such time as the CICC is operational.

Recommendation 3: The CICC should monitor the
implementation of the National Criminal Intelligence Sharing
Plan, in order to gauge the success of the Plan. Areporton
the progress of the Plan will be submitted to the Office of
Justice Programs (OJP) beginning December 31, 2004, and
annually thereatfter.

Recommendation 4: This Plan is designed to strengthen
homeland security and foster intelligence-led policing. There
is a critical need for more national funding to accomplish these
goals. Without adequate funding, many of the
recommendations contained herein, such as improving training
and technical infrastructure, will not occur, and the country
will remain at risk. The CICC, the GAC, and the
U.S. Departments of Justice and Homeland Security should
partner to identify and fund initiatives that implement the
recommendations contained in this report.

Recommendation 5: I|n order to publicly recognize the
creation of the Plan and demonstrate a commitment by all
parties involved, a National Signing Event should be held
where law enforcement and homeland security agency heads,
from all levels, and other relevant groups come together to
“sign on” to the National Criminal Intelligence Sharing Plan.
The National Signing Event should be held before
December 31, 2003.

Recommendation 6: All parties involved with implementing
and promoting the National Criminal Intelligence Sharing Plan
should take steps to ensure that the law enforcement
community protects individuals’ privacy and constitutional
rights within the intelligence process.

Recommendation 7: Local, state, tribal, and federal law
enforcement agencies must recognize and partner with the
public and private sectors in order to detect and prevent attacks
to the nation’s critical infrastructures. Steps should be taken
to establish regular communications and methods of
information exchange.

Executive Summary v
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Recommendation 8: Outreach materials prepared by the
CICC should be utilized by law enforcement agency officials
to publicize and promote the concepts of standards-based
intelligence sharing and intelligence-led policing, as contained
within the National Criminal Intelligence Sharing Plan, to their
agency personnel and the communities that they serve.

Recommendation 9: In order to ensure that the collection/
submission, access, storage, and dissemination of criminal
intelligence information conforms to the privacy and
constitutional rights of individuals, groups, and organizations,
law enforcement agencies shall adopt, at a minimum, the
standards required by the Criminal Intelligence Systems
Operating Policies Federal Regulation (28 CFR Part 23),2
regardless of whether or not an intelligence system is federally
funded.

Recommendation 10: Law enforcement agencies should
use the IACP’s Criminal Intelligence Model Policy (2003
revision)® as a guide when implementing or reviewing the
intelligence function in their organizations.

Recommendation 11: In addition to federal regulation
28 CFR Part 23, law enforcement agencies should use the
Law Enforcement Intelligence Unit (LEIU) Criminal Intelligence
File Guidelines as a model for intelligence file maintenance.*

Recommendation 12: The International Association of Law
Enforcement Intelligence Analysts (IALEIA) should develop,
on behalf of the CICC, minimum standards for intelligence
analysis to ensure intelligence products are accurate, timely,
factual, and relevant and recommend implementing policy and/
or action(s). These minimum standards should be developed
by June 30, 2004. Law enforcement agencies should adopt
these standards as soon as developed and approved by the
CICC.

Recommendation 13: To further enhance professional
judgment, especially as it relates to the protection of
individuals’ privacy and constitutional rights, the National
Criminal Intelligence Sharing Plan encourages participation
in professional criminal intelligence organizations and
supports intelligence training for all local, state, tribal, and
federal law enforcement personnel.

Recommendation 14: To foster trust among law
enforcement agencies, policymakers, and the communities
they serve, the National Criminal Intelligence Sharing Plan
promotes a policy of openness to the public regarding the
criminal intelligence function, when it does not affect the
security and integrity of the process.

Version 1.0

Recommendation 15: The National Criminal Intelligence
Sharing Plan promotes effective accountability measures, as
expressed in 28 CFR Part 23, the LEIU Criminal Intelligence
File Guidelines, and the Justice Information Privacy
Guideline,® which law enforcement agencies should employ
to ensure protection of individuals’ privacy and constitutional
rights and to identify and remedy practices that are
inconsistent with policy.

Recommendation 16: Law enforcement agencies involved
in criminal intelligence sharing are encouraged to use, to the
extent applicable, the privacy policy guidelines provided in
Justice Information Privacy Guideline: Developing, Drafting
and Assessing Privacy Policy for Justice Information
Systems.® The goal of the Justice Information Privacy
Guideline is to provide assistance to justice leaders and
practitioners who seek to balance public safety, public access,
and privacy when developing information policies for their
individual agencies or for integrated (multiagency) justice
systems.

Recommendation 17: The CICC, in conjunction with federal
officials, should identify technical means to aid and expedite
the production of unclassified “tear-line” reports. These reports
are the declassification of classified data needed for law
enforcement purposes, with the sensitive source and method-
of-collection data redacted, yet retaining as much intelligence
content as feasible. The technical means for production of
these reports should be identified by June 30, 2004.

Recommendation 18: Training should be provided to all
levels of law enforcement personnel involved in the criminal
intelligence process. The training standards, as contained
within the National Criminal Intelligence Sharing Plan, shall
be considered the minimum training standards for all affected
personnel.” Additionally, recipients of criminal intelligence
training, as recommended in the National Criminal Intelligence
Sharing Plan, should be recognized and awarded certificates
for successful completion of training.

Recommendation 19: The CICC shall foster a working
relationship with the International Association of Directors of
Law Enforcement Standards and Training (IADLEST)
organization, the IACP State and Provincial Police Academy
Directors Section (SPPADS), and other relevant training
organizations, in order to obtain their assistance with
implementing the recommended National Criminal Intelligence
Sharing Plan training standards in every state.

2 This 28 CFR Part 23 regulation is included on the companion CD and is also available at www.it.ojp.gov.

3 The IACP Criminal Intelligence Model Policy is included on the companion CD and is also available at www.theiacp.org.

4 The March 2002 update of the LEIU Criminal Intelligence File Guidelines is included on the companion CD.

5 This document is included on the companion CD and is also available at: http:/Amww.ncja.org/pdf/privacyguideline.pdf.

6 This document is available at http://www.ncja.org/pdf/privacyguideline.pdf.

7 The recommended training standards for each level, including roles and missions, core training objectives, and length of training, are included in the appendix of this report and on the companion CD.
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Recommendation 20: In order to support agency tactical,
operational, and strategic needs, law enforcement agencies
are encouraged to consider an automated, incident-based
criminal records tracking capability, in addition to traditional
case management and intelligence systems, to use as an
additional source for records management and statistical data.
These systems should be Web-based and configured to meet
the internal reporting and record-keeping needs of the
component, in order to facilitate the exportation of desired
data elements without the need for duplicate data entry or
reporting to relevant statewide and federal criminal information
programs.

Recommendation 2 1: The Regional Information Sharing
Systems® (RISS) and the Federal Bureau of Investigation
(FBI) Law Enforcement Online (LEO) systems, which
interconnected September 1, 2002, as a virtual single system,
shall provide the initial sensitive but unclassified secure
communications backbone for implementation of a nationwide
criminal intelligence sharing capability. This nationwide
sensitive but unclassified communications backbone shall
support fully functional, bidirectional information sharing
capabilities that maximize the reuse of existing local, state,
tribal, regional, and federal infrastructure investments. Further
configuration of the nationwide sensitive but unclassified
communications capability will continue to evolve in
conjunction with industry and the development of additional
standards, and the connection of other existing sensitive but
unclassified networks.

Recommendation 22: Interoperability with existing systems
at the local, state, tribal, regional, and federal levels with the
RISS/LEO communications capability should proceed
immediately, in order to leverage information sharing systems
and expand intelligence sharing.®

Recommendation 23: The CICC shall work with Global's
Systems Security Compatibility Task Force to identify and
specify an architectural approach and transitional steps that
allow for the use of existing infrastructures (technology,
governance structures, and trust relationships) at the local,
state, tribal, regional, and federal levels, to leverage the national
sensitive but unclassified communications capabilities for
information sharing. This strategic architectural approach shall
ensure interoperability among local, state, tribal, regional, and
federal intelligence information systems and repositories.

Recommendation 24: All agencies, organizations, and
programs with a vested interest in sharing criminal intelligence
should actively recruit agencies with local, state, tribal,
regional, and federal law enforcement and intelligence

National Criminal Intelligence Sharing Flan

systems, to connect to the nationwide sensitive but
unclassified communications capability. Such agencies,
organizations, and programs are encouraged to leverage the
nationwide sensitive but unclassified communications
capability, thereby expanding collaboration and information
sharing opportunities across existing enterprises and
leveraging existing users. Moreover, participant standards
and user vetting procedures must be compatible with those
of the currently connected sensitive but unclassified systems,
S0 as to be trusted connections to the nationwide sensitive
but unclassified communications capability.

Recommendation 25: Agencies participating in the
National Criminal Intelligence Sharing Plan are encouraged
to use Applying Security Practices to Justice Information
Sharing® as a reference document regarding information
system security practices. The document was developed by
the Global Security Working Group to be used by justice
executives and managers as a resource to secure their justice
information systems and as a resource of ideas and best
practices to consider when building their agency’s information
infrastructure and before sharing information with other
agencies.

Recommendation 26: Agencies are encouraged to utilize
the latest version of the Global Justice Extensible Markup
Language (XML) Data Model (Global JXDM) and its component
Global Justice XML Data Dictionary (Global JXDD)° when
connecting databases and other resources to communication
networks. The Global IJXDM and Global JXDD were developed
to enable interoperability through the exchange of data across
a broad range of disparate information systems.

Recommendation 27: In order to enhance trust and “raise
the bar” on the background investigations currently performed,
law enforcement agencies must conduct fingerprint-based
background checks on individuals, both sworn or nonsworn,
prior to allowing law enforcement access to the sensitive but
unclassified communications capability. Background
requirements for access to the nationwide sensitive but
unclassified communications capability by law enforcement
personnel shall be consistent with requirements applied to
the designation and employment of sworn personnel, as set
by the participating state or tribal government, so long as, at
a minimum, those requirements stipulate that a criminal
history check be made through the FBI and the appropriate
local, state, and tribal criminal history repositories and be
confirmed by an applicant fingerprint card. Additionally, a
name-based records check must be performed on law
enforcement personnel every three years after the initial
fingerprint-based records check is performed.

8 The GIWG conducted a preliminary survey of systems/initiatives that are operational or being developed at the local, state, federal, and regional levels. Several systemsfinitiatives were identified. Refer to the companion

CD for a list of the systems identified, as well as summary information obtained during the survey.
9 This document is available at: http://iwww.it.ojp.gov/global/.

10 The latest version of the Global Justice XML Data Model and the Global Justice XML Data Dictionary is included on the companion CD and can be found at: http://www.it.ojp.gov/jxdm.
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Recommendation 28: The CICC, in conjunction with the
OJP and the connected sensitive but unclassified systems,
shall develop an acquisition mechanism or centralized site
that will enable law enforcement agencies to access shared
data visualization and analytic tools. The CICC shall identify
analytical products that are recommended for use by law
enforcement agencies in order to maximize resources when
performing intelligence functions, as well as a resource list of
current users of the products. The CICC will submit a report
on these tools to OJP by June 30, 2004.

Vi Executive Summary
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The Rationale
for the National Criminal

Intelligence Sharing Plan

Background and
Methodology

Convening the International Association of
Chiefs of Police (IACP) Criminal Intelligence
Sharing Summit

In fall 2001, law enforcement officials attending the annual
IACP conference in Toronto, Canada, identified the need for a
comprehensive assessment to identify the inadequacies of
the law enforcement intelligence process that, in part, led to
the failure to prevent the tragic events of September 11. Asa
result, law enforcement executives and intelligence experts
met together at the IACP Criminal Intelligence Sharing Summit
held in Alexandria, Virginia, in March 2002, and articulated a
proposal for an intelligence sharing plan that was in alignment
with President Bush’s initiative to develop a Cabinet-level
agency to coordinate homeland security. The Summit
participants envisioned local, state, and tribal law enforcement
agencies fully participating with federal agencies to coordinate,
collect, analyze, and appropriately disseminate criminal
intelligence information across the United States to make
our nation safer. Results of the Summit are documented in
the August 2002 report entitled Recommendations from the
IACP Intelligence Summit, Criminal Intelligence Sharing: A
National Plan for Intelligence-led Policing at the Local, State
and Federal Levels.

The IACP Criminal Intelligence Sharing Report contained a
proposal to create the National Criminal Intelligence Sharing
Plan (“Plan”). The most central and enduring element of the
Plan advocated by Summit participants was the
recommendation for the creation of a Criminal Intelligence
Coordinating Council (CICC or “Council”) composed of local,
state, tribal, and federal law enforcement executives.*? The
Council's mandate would be to establish, promote, and ensure
effective intelligence sharing and to address and solve, in an
ongoing fashion, the problems that inhibit it.

The IACP Summit participants noted that the Plan and the
CICC’s mandate must overcome the barriers that hinder
intelligence sharing. The following barriers were identified as
some of the most significant: the absence of a nationally
coordinated process for intelligence generation and sharing;
the “hierarchy” within the law enforcement and intelligence
communities; local, state, tribal, and federal laws and policies
that unduly restrict law enforcement access to information;
the inaccessibility and/or disaggregation of technologies to
support intelligence sharing; and deficits in analysis.

Formation of the Global Intelligence
Working Group

In fall 2002, in response to the IACP’s proposal to create the
National Criminal Intelligence Sharing Plan, the
U.S. Department of Justice (DOJ), Office of Justice Programs
(OJP), authorized the formation of the Global Justice

11 This document is available at: http:/imwww.theiacp.org/documents/pdfs/Publications/intelsharingreport.pdf.

12 IACP Criminal Intelligence Sharing Report, p. 6.
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Information Sharing Initiative (Global) Intelligence Working
Group (GIWG), one of several issue-focused working groups
of the Global Advisory Committee (GAC).:® Melvin J. Carraway,
Superintendent of the Indiana State Police, was designated
as chair of the GIWG.

The initial meeting of the GIWG occurred in December 2002
in Atlanta, Georgia. The members and organizations
represented at the meeting were selected by the OJP, in
consultation with the Global Executive Steering Committee,
based on their backgrounds and broad experiences with
criminal justice and criminal intelligence issues. These
officials represented all levels of law enforcement, including
practitioners, policymakers, and subject-matter experts. In
addition to local, state, tribal, regional, and federal law
enforcement personnel, the individuals on the GIWG represent
the following organizations and groups: Counterdrug
Intelligence Executive Secretariat (CDX); Criminal Information
Sharing Alliance (CISA); IACP; International Association of
Law Enforcement Intelligence Analysts (IALEIA); Justice
Management Institute; Law Enforcement Intelligence Unit
(LEIU); Major Cities Chiefs Association; National Conference
of State Legislatures; National Drug Intelligence Center;
National White Collar Crime Center (NW3C); National Sheriffs’
Association (NSA); Prosecutors; Regional Information Sharing
Systems (RISS); SEARCH, The National Consortium of
Justice Information and Statistics (SEARCH); and state Law
Enforcement Intelligence Networks (LEIN).

GIWG’'s Mission and Vision

The GIWG members developed the following mission
statement to formalize their intent to create the National
Criminal Intelligence Sharing Plan:

The GIWG mission is to develop, build, and support
the creation of the National Criminal Intelligence Sharing
Plan, which will provide law enforcement agencies with
the ability to gather, analyze, protect, and share credible
and timely information and intelligence to identify,
investigate, prevent, deter, and defeat criminal and
terrorist activities, both domestically and internationally,
as well as protect the security of our homeland and
preserve the rights and freedoms of all Americans.

Using the above mission statement as a foundation to build
upon, the GIWG members articulated a vision of what the
National Criminal Intelligence Sharing Plan should be to local,
state, tribal, and federal law enforcement agencies:
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+ Amodelintelligence sharing plan.
+ A mechanism to promote intelligence-led policing.

+ Ablueprint for law enforcement administrators to follow when
enhancing or building an intelligence system.

+ A model for intelligence process principles and policies.

+ Aplanthat respects and protects individuals’ privacy and
civil rights.

+ A technology architecture to provide secure, seamless
sharing of information among systems.

+ Anational model for intelligence training.

+ Anoutreach plan to promote timely and credible intelligence
sharing.

+ Aplan that leverages existing systems and networks, yet
allows flexibility for technology and process enhancements.

Chairman Carraway established the following committees to
fulfill the GIWG mission and vision and to address the goals
and objectives outlined in the IACP Criminal Intelligence
Sharing Report:

¢ Connectivity/Systems Committee, chaired by
M. Miles Matthews, Executive Officer, CDX

¢ Outreach Committee, chaired by William Berger, Chief,
North Miami Beach, Florida, Police Department and past
IACP president

+ Policy Committee, chaired by Thomas Frazier, Executive
Director, Major Cities Chiefs Association

¢ Privacy Committee, chaired by Russ Porter, Special
Agent in Charge, lowa Department of Public Safety

+ Standards Committee, chaired by Peter Modafferi, Chief
of Detectives, Rockland County, New York, District
Attorney'’s Office

¢ Training Committee, chaired by Thomas O’Connor, Chief,
Maryland Heights, Missouri, Police Department

After the initial gathering in Atlanta, the GIWG members
convened four additional meetings to develop recommendations
for the National Criminal Intelligence Sharing Plan. The
working environment of the GIWG committees was issue-
driven, and recommendations were developed for each issue
identified. This report presents the issues and
recommendations formulated as a result of the GIWG
committees’ discussions, deliberations, and collaborations.
This report contains and serves as the supporting
documentation for the National Criminal Intelligence Sharing
Plan.

13 The Global Justice Information Sharing Initiative (Global), operating under the program management of the Office of Justice Programs (OJP), serves as an advisory body to the federal government—specifically through
the U.S. Attorney General and the Assistant Attorney General, OJP—to facilitate standards-based electronic information exchange throughout the justice and public safety communities. The Global Advisory Committee
(GAC) is comprised of key personnel from local, state, tribal, federal, and international justice and public safety entities and includes agency executives and policymakers, automation planners and managers, information
practitioners, and end users. GAC membership reflects the involvement of the entire justice community in information sharing. Global working groups, consisting of committee members and other subject-matter experts,
expand the GAC's knowledge and experience. These groups are formed to address timely issues impacting justice information sharing; the Global Intelligence Working Group is one of four working groups. For additional

information on Global, please visit http://www.it.ojp.gov/global/.
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Building on Existing Information

The IACP Criminal Intelligence Sharing Report
recommendations were utilized as a blueprint by the GIWG
when developing recommendations for the National Criminal
Intelligence Sharing Plan. In addition to the IACP
recommendations, other information was used, including a
survey recently sponsored by the Major Cities Chiefs
Association in which they requested survey respondents to
provide the top five impediments to the flow of intelligence
information between law enforcement agencies, which, if
remedied, would most assist the agencies’ investigative,
enforcement, and prevention efforts. Surveys were distributed
to all major cities’ chiefs and sheriffs and heads of state-level
law enforcement agencies. Preliminary findings suggest that
the results are consistent with the barriers identified by the
IACP Summit participants. The following are the top five
impediments identified from the survey:

1. Lack of communication and information sharing—
specifically, lack of a centralized analysis and dissemination
function, either at the state or federal level, lack of
intelligence from federal agencies, and state statutory
requirements that present hurdles to sharing information.

2. Technology issues—specifically, lack of equipment to
facilitate a national intelligence data system, lack of
interconnectibility of law enforcement and other databases
(e.g., immigration services), limited fiscal resources, lack
of technological infrastructure throughout the state, and
lack of uniformity between computer systems.

3. Lack of intelligence standards and policies—specifically,
lack of common standards for collection, retention, and
dissemination of intelligence data; a need for increased
local training on legal standards for collection, storage,
and purging of data; access to classified data; and lack of
standards for determining when to disseminate intelligence
to federal agencies.

4. Lack of intelligence analysis—specifically, lack of
compatible analytical software and lack of analytical
support, personnel, equipment, and training.

5. Poor working relationships—specifically, unwillingness of
law enforcement agencies to provide information due to
parochial interests and a culture within the federal system
that does not foster sharing of information or trust between
agencies.

In May 2003, preliminary recommendations for the Plan were
developed and published in the GIWG’s Interim Report. The
preliminary recommendations were made available to the
GIWG member organizations, the public via Internet Web
sites, and to various law enforcement groups, such as the
annual conference of the LEIU in Seattle, Washington, in June
2003. Feedback on the preliminary recommendations was
solicited, and the input was used to refine the
recommendations.
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The Importance of Criminal Intelligence,
Intelligence-led Policing, and Community
Policing

The GIWG focused their efforts on developing an intelligence
gathering and sharing plan that emphasizes better methods
for sharing among all agencies and describes a method for
passing and receiving critical data among those agencies.
Key to this process is the efficient leveraging of existing
efforts—the commitment to build on, not reinvent, substantial
information sharing activities already under way. As indicated
by IACP Summit participants, it is difficult to enhance
intelligence sharing without also having a common
understanding of the phrase “criminal intelligence.” 1ACP
Summit participants noted that criminal intelligence is the
combination of credible information with quality analysis
information that has been evaluated and used to draw
conclusions. Criminal intelligence results from a process
involving planning and direction, information collection,
processing/collation, analysis, dissemination, and reevaluation
(feedback) of information on suspected criminals and/or
organizations. This sequential process is commonly referred
to as the intelligence process, and it will be further explained
later in this document. The following graphic depicts this
step-by-step process:

Intelligence Frocess

Reevaluation

Processing/
Collation

Analysis

A recommendation that the IACP Summit participants
identified as core to achieving the goals of the National Criminal
Intelligence Sharing Plan was to “promote intelligence-led
policing through a common understanding of criminal
intelligence and its usefulness.” Intelligence-led policing is
defined as the collection and analysis of information to produce
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an intelligence end product designed to inform law
enforcement decision making at both the tactical and
strategic levels. Intelligence-led policing is predicated on the
production and application of intelligence information and
products. For intelligence-led policing to be effective, the
process must be an integral part of an agency'’s philosophy,
policies, and strategies and must also be integral in the
organization’s mission and goals.

Consistent with the IACP Summit findings and
recommendations, GIWG members recognized the
importance of community-oriented policing (COP) efforts when
developing the national intelligence sharing plan. “Over the
past decade, simultaneous to federally led initiatives to
improve intelligence gathering, thousands of community-
policing officers have been building close and productive
relationships with the citizens they serve. The benefits of
these relationships are directly related to information and
intelligence sharing: COP officers have immediate and
unfettered access to local, neighborhood information as it
develops. Citizens are aware of and seek out COP officers to
provide them with new information that may be useful to
criminal interdiction or long-term problem solving. The positive
nature of COP/citizen relationships promotes a continuous
and reliable transfer of information from one to the other. Itis
time to maximize the potential for community-policing efforts
to serve as a gateway of locally based information to prevent
terrorism, and all other crimes.”*
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Recognition of Needs

A key need and goal identified by the GIWG was to assure
that the guiding principles contained within the National
Criminal Intelligence Sharing Plan become institutionalized
throughout the law enforcement community nationwide. The
various components addressed by the Plan system
connections, personnel training, promulgation of model
policies and standards, outreach efforts, and others should
be implemented in a multifaceted and ongoing manner. The
GIWG members envisioned that implementation of the Plan
will provide the impetus for many law enforcement agencies
to institute intelligence-led policing, which will help to
substantially increase intelligence development and sharing,
ultimately improving public safety.

GIWG members recognize that overcoming the barriers that
impede information and intelligence sharing is a continuous
endeavor that will require a firm commitment by all levels of
government, and the implementation of the National Criminal
Intelligence Sharing Plan will most certainly assist in this
undertaking. Key elements of the Plan that will aid in this
effort include model policies and standards for all law
enforcement agencies to emulate; guidelines for local law
enforcement to develop an intelligence function within their
agency; access to analytic resources and tools previously
unavailable; comprehensive training provision and outreach
mechanisms, both of which provide education and continued
emphasis on intelligence sharing; access to a nationwide
network with links to local, state, tribal, regional, and federal
databases; and implementation of security requirements that
institute trust in network participants.

As indicated above, the GIWG identified several issues that
were viewed as inhibitors to intelligence development and
sharing. These issues are expressed as needs in this
document. The GIWG then developed recommendations that
are the steps to be taken to respond to these needs. The
recommendations are explained in the section,
“Recommendations for Implementation of the Plan,” and the
issues are explained below:

The need to develop minimum standards
for management of an intelligence
function.

In the aftermath of the 9/11 terrorist attack, law enforcement
agencies realize that they need to develop new capabilities
and methods of deterring crime and terrorist activities and,
more importantly, they need to share all—not just terrorism-
related—criminal intelligence. The effective use of a criminal
intelligence function is crucial to a law enforcement agency’s
ability to combat crime. A properly managed criminal

14 1ACP Criminal Intelligence Sharing Report, p. 2.
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intelligence function can have a tremendous impact on a law
enforcement agency and the community it serves.

As these enhanced capabilities are built, so, too, must proper
management principles be implemented. Informal surveys
during analytic training indicate that the primary reason
agencies do not use analysis and intelligence is that the
executives, managers, and supervisors of the function do not
understand its capabilities and have not been given guidance
in its use. Some guidance on management was provided in
government publications in the 1970s*® and in the 2001 version
of the book Intelligence 2000: Revising the Basic Elements.
This guidance, however, has not been universally disseminated
or adopted.

Refer to Recommendation 1 for details and further
discussion regarding this issue.

The need to establish a Criminal
Intelligence Coordinating Council,
composed of local, state, tribal, and federal
entities that will provide and promote a
broadly inclusive criminal intelligence
generation and sharing process.

The most central and enduring element of the National Criminal
Intelligence Sharing Plan advocated by the IACP Summit
participants was the call for a CICC. The Summit participants
viewed the CICC as an ongoing solution to the need for a
nationally coordinated, but locally driven, criminal intelligence
generation and sharing process for the promotion of public
safety.!®

Refer to Recommendation 2 for details and further
discussion regarding this issue.

The need to ensure institutionalization of
the National Criminal Intelligence Sharing
Plan.

Experience in law enforcement has shown that progress does
not occur when a new philosophy of policing is adopted by a
specific unit in law enforcement agencies rather than accepted
universally by all units within the agencies. Thus, thereis a
need to institutionalize the use of intelligence and the National
Criminal Intelligence Sharing Plan into the operations of all
law enforcement agencies.

As indicated in the IACP Criminal Intelligence Sharing Report,
local, state, tribal, and federal law enforcement agencies and
the organizations that represent them, must all work together
toward a common goal—gathering information and producing
intelligence within their agency and sharing that intelligence
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with other law enforcement agencies. The sharing of timely,
accurate, and complete information among justice-related
agencies is critical to the defense of the United States and alll
Americans, at home and abroad. Providing credible and
reliable intelligence to the agency in need is imperative to
addressing criminal and terrorist activities. Whether it be the
officer on the street, the intelligence manager, or the agency
executive—having the information that will help them do their
jobs is essential. The National Criminal Intelligence Sharing
Plan will be a comprehensive reference document that every
law enforcement officer should access when developing a plan
to implement or enhance the intelligence process in his or
her organization.

Refer to Recommendations 3, 4, 5, 7, 8, and 17 for
details and further discussion regarding this issue.

The need to ensure that individuals’
constitutional rights, civil liberties, civil
rights, and privacy interests are protected
throughout the intelligence process.

The protection of individuals’ privacy and constitutional rights
is an obligation of government officials and is crucial to the
long-term success of criminal intelligence sharing. Protecting
the privacy and constitutional rights of individuals, while at
the same time providing for homeland security and public
safety, will require a commitment from everyone in the
system—from line officers to top management.

For the purposes of this document, the term constitutional
rights refers to those rights that an individual derives from the
Constitution of the United States. Constitutional rights are
the strongest protection from improper government conduct
against an individual. Unlike other legal rights, constitutional
rights cannot be changed by a statute. They can only be
altered by amending the Constitution.

The term civil liberties refers to fundamental individual rights
such as freedom of speech, press, or religion; due process of
law; and other limitations on the power of the government to
restrain or dictate the actions of individuals. They are the
freedoms that are guaranteed by the Bill of Rights—the first
ten Amendments—to the Constitution of the United States.
Civil liberties offer protection to individuals from improper
government action and arbitrary governmental interference in
relation to the specific freedoms enumerated in the Bill of
Rights.

The term civil rights is used to imply that the state has arole
in ensuring all citizens have equal protection under the law
and equal opportunity to exercise the privileges of citizenship
regardless of race, religion, sex, or other characteristics

15 Harris, Don R. and E. Drexel Godfrey, 1971. The Basic Elements of Intelligence, Washington, DC: U.S. Government Printing Office, and Don R. Harris, et al., Basic Elements of Intelligence — Revised, Washington, DC:

Law Enforcement Assistance Administration.
16 IACP Criminal Intelligence Sharing Report, p. 2.
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unrelated to the worth of the individual. Civil rights are,
therefore, obligations imposed upon government to promote
equality. More specifically, they are the rights to personal
liberty guaranteed to all United States citizens by the
Thirteenth and Fourteenth Amendments and by acts of
Congress. Generally, the term civil rights involves positive (or
affirmative) government action, while the term civil liberties
involves restrictions on government.

The term privacy refers to individuals’ interests in preventing
the inappropriate collection, use, and release of personally
identifiable information. Privacy interests include privacy of
personal behavior, privacy of personal communications, and
privacy of personal data. The U.S. Constitution does not
explicitly use the word “privacy,” but several of its provisions
protect different aspects of this fundamental right.*” Although
there does not exist an explicit federal constitutional right to
an individual’s privacy,*® privacy rights have been articulated
in limited contexts by the U.S. Supreme Court.?®* Privacy
protections are numerous and include protection from
unnecessary or unauthorized collection of personal information
(e.g., eavesdropping), public disclosure of private facts, and
shame or humiliation caused by release of personal
information.

The National Criminal Intelligence Sharing Plan supports
policies that will protect privacy and constitutional rights while
not hindering the intelligence process. When agencies are
reviewing or formulating their policies, it may be helpful to
view the intelligence process as a series of discretionary
decisions.?® At each step, a decision must be made, usually
involving a choice from among several possible alternatives.
Consider, for example, how a criminal intelligence unit might
respond to an unsolicited, anonymous tip alleging that a
particular individual is engaged in criminal activity. Should
the unit query various police records systems in an effort to
learn more about the “suspect”? Should they query
commercial or other public record databases? Should they
conduct surveillance of the “suspect”? Or should they
disseminate the information to other law enforcement
agencies in an effort to learn more about the person? What
kinds of additional records are created when these actions
are taken? And then, after those actions are taken, additional
decisions must be made regarding what information and how
much, if any, to store about the “suspect” in the criminal
intelligence files. Violations of privacy and constitutional rights
may potentially occur when choices are selected from these
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various alternatives. In order to be effective, a policy that
addresses the protection of individual privacy and constitutional
rights should attempt to eliminate the unnecessary discretion
in the decision-making process, guide the necessary
discretion, and continually audit the process to ensure
conformance with the policy goals.?

Itis imperative that a privacy policy have legitimacy; therefore,
when an agency is developing a new policy or reviewing
existing ones, interested parties and competing viewpoints
should be represented. Legitimate parties include not only a
wide selection of law enforcement agencies but also
representatives from privacy and constitutional rights advocacy
groups. Input from all interested parties is a vital step towards
establishing legitimacy of the policy and achieving its
widespread acceptance.

Itis also essential that the parameters of a privacy policy be
clearly defined. This includes, for example, identifying the
particular aspects of the intelligence process to which it
applies, as well as defining the scope and meaning of the
phrase “individuals’ privacy and constitutional rights.” The
extent to which information and activities that have been held
to be private or constitutionally protected under the law is, in
all likelihood, much narrower than what the general public
believes to be private and protected. This phenomenon must
be understood and acknowledged when developing and
conducting outreach in regards to these issues.

It is impossible for a policy to conceive of every imaginable
situation or set of circumstances. An agency’s privacy policy
should, however, acknowledge and address important issues
that currently are not included in some existing criminal
intelligence policies. For example, the policy should
acknowledge the existence of information that is received or
possessed by law enforcement agencies that does not rise
to the level of “reasonable suspicion of criminal activity” and
provide guidance on how to process that information. Often
this information—sometimes referred to as “temporary” or
“working” files—is received unsolicited by law enforcement
agencies and cannot simply be dismissed.

Finally, an agency’s privacy policy should identify the decision
points within the intelligence process and provide appropriate
guidance and structure for each. This should be the heart of
the policy—to map out clearly, for law enforcement personnel,
the parameters of the decisions they must make throughout
the intelligence process; educate them on permissible options;

17 For early references to this principle, see Samuel Warren and Louis Brandeis. 1890 (December 15). “The Right to Privacy.” Harvard Law Review 4(5): 193-220.

18 The most closely related constitutional right is that under the Fourth Amendment, which prohibits unreasonable search and seizure of individuals and their houses, papers, and effects. U.S. Constitution Amendment IV.
Some states, such as California, recognize a right to privacy in their state Constitutions. See California Constitution article 1, 81 (West 1983).

19 National Criminal Justice Association. 2002 (September). Justice Information Privacy Guideline: Developing, Drafting and Assessing Privacy Policy for Justice Information Systems. Washington, DC: NCJA,

pp. 18-19.

20 This framework was used by Wayne LaFave, who observed, “Itis helpful to look at the total criminal justice system as a series of interrelated discretionary choices.” (LaFave, 1965). Arrest. Boston, MA: Little Brown. Like
any model or framework, it is valuable not because it is the only way or the right way to describe the process, but because of the insights that it provides.

21 The framework for regulating discretionary decisions (i.e., eliminating unnecessary discretion, and confining, structuring, and checking necessary discretion) through administrative rule making and agency policies is
derived from Kenneth Culp Davis. (Davis, 1971). Discretionary Justice: A Preliminary Inquiry. Urbana, IL: University of lllinois; and (Davis, 1975). Police Discretion. St. Paul, MN: West Publishing Company.
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and provide guidance on appropriate choices. For example,
the policy should stress the need for and importance of
planning and direction (the first stage of the intelligence
process). Although it is only one phase of the intelligence
process, planning and direction guides the overall activities
of the criminal intelligence function. Some of the most
egregious violations of sound criminal intelligence practice
can be prevented by developing a clear statement of the
mission and goals of the criminal intelligence unit (usually in
terms of crimes it seeks to prevent or investigate), establishing
clear policies and procedures, appropriately tasking personnel,
and performing ongoing checks to ensure that the criminal
intelligence function is being carried out in accordance with
this guidance.?? As mentioned earlier, in addition to the
decision points identified with the planning and direction phase
of the intelligence process, discretionary decisions related to
other phases of the intelligence process should also be
specified, along with helpful guidance for each.??

Refer to Recommendations 6, 13, 14, 15, and 16 for
details and further discussion regarding this issue.

The need to develop minimum standards
for all levels of the intelligence process:
Planning and Direction, Information
Collection, Processing/Collation, Analysis,
Dissemination, and Reevaluation
(feedback).

The IACP Summit participants outlined several mandates to
be addressed by the developers of the National Criminal
Intelligence Sharing Plan, including the importance of ensuring
compatible policies and standards for all levels of the
intelligence process. There are various models of the
intelligence process in use; however, most models contain
the following basic steps: planning and direction, information
collection, processing/collation, analysis, dissemination, and
reevaluation (feedback). Storage and retention are additional
steps that can be included.

The intelligence process (or cycle) is the means of developing
raw information into finished intelligence products for use in
decision making and formulating policies/actions. The first
step, planning and direction, involves identifying the need for
data. Agency members should engage in a process of deciding
what they want to know (or what they need to collect) before
they collect it, or they may end up with indiscriminate,
unfocused information.
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Collection is the gathering of the raw data needed to produce
intelligence products. Data may be collected from many
sources, including but not limited to public records, the
Internet, confidential sources, incident reports, and periodicals.

The next step, processing and collation, involves evaluating
the information’s validity and reliability. Collation entails
sorting, combining, categorizing, and arranging the data
collected so relationships can be determined.

Analysis is the portion of the intelligence process that
transforms the raw data into products that are useful. Thisis
also the function that separates “information” from
“intelligence.” Itis this vital function that makes the collection
effort beneficial. Without this portion of the process, we are
left with disjointed pieces of information to which no meaning
has been attached. The goal is to develop a report where the
information has been connected in a logical and valid manner
to produce an intelligence report that contains valid judgments
based on information analyzed.?*

Dissemination is also a vital step in the process. Without
disseminating the intelligence developed, it is pointless to
collectit. The intelligence disseminated must be timely and
credible to be useful. Dissemination must also be evaluated
based on a “right-to-know” and the “need-to-know.” The right-
to-know means the recipient has the legal authority to obtain
the information pursuant to court order, statute, or decisional
law. The need-to-know means the requestor has the need to
obtain information to execute official responsibilities.?®

The final step of the intelligence process involves obtaining
feedback on the process performed and the products produced
by the intelligence function. This step allows evaluation of
the performance or effectiveness of an intelligence function.

The proper completion of these steps ensures that the data
used are managed appropriately and within the legal
constraints regarding the privacy and rights of all citizens;
however, the steps are often interconnected, and frequently,
the boundaries blur. Each step of the process needs to be
understood to produce accurate, timely intelligence reports.

The two primary standards applying to the intelligence process
within the United States have been the Criminal Intelligence
Systems Operating Policies 28 Code of Federal Regulations
(CFR) Part 23 and the LEIU Criminal Intelligence File
Guidelines. Federal regulation 28 CFR Part 23 governs only
those agencies that receive federal funding in support of a
multijurisdictional intelligence system, while LEIU File

22 For reference on the management of the criminal intelligence function, see: Wright, Richard. 2002. “Management of the Intelligence Unit.” In Marilyn B. Peterson (Managing Ed.), Bob Morehouse and Richard Wright
(Eds.), Intelligence 2000: Revising the Basic Elements. Sacramento, CA: Law Enforcement Intelligence Unit, and Lawrenceville, NJ: International Association of Law Enforcement Intelligence Analysts, Inc., pp. 67-77.

23 The GIWG would like to extend particular thanks to Special Agentin Charge Russ Porter of the lowa Department of Public Safety for his contributions to the Plan regarding privacy issues and recommendations.

24 Morehouse, Bob. 2000. “The Role of Criminal Intelligence in Law Enforcement.” In Marilyn B. Peterson (Managing Ed.), Bob Morehouse, and Richard Wright (Eds.), Intelligence 2000: Revising the Basic Elements,
Sacramento, CA: Law Enforcement Intelligence Unit, and Lawrenceville, NJ: International Association of Law Enforcement Intelligence Analysts, Inc., pp. 1-12.

25 Ibid, p. 9.
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Guidelines historically have applied only to its member
agencies. Moreover, in the past, many agencies covered by
these standards have only applied them to information given
to or received from/through the multijurisdictional information
system; thus, their other files might not be in compliance
with these guidelines.

Refer to Recommendations 9, 10, 11, and 12 for details
and further discussion regarding this issue.

The need to increase availability of
information, from classified systems to
local and state law enforcement agencies,
for the prevention and investigation of
crime in their jurisdictions.

The IACP Criminal Intelligence Sharing Report noted the
difficulties of intelligence sharing between local, state, tribal,
and federal law enforcement agencies. The current laws,
policies, and procedures that govern the classification of
intelligence information and individuals’ clearance to view data,
as well as the length of time it takes to process security
clearances, are examples that impede the transfer of
intelligence between law enforcement agencies. The fact that
some information needs to be classified is not disputed;
however, the current process needs to become more efficient
to better serve public safety and homeland defense.

Many local law enforcement agencies are expanding their
intelligence functions, and many have personnel assigned to
a Joint Terrorism Task Force (JTTF). Being a member of a
JTTF requires a national security clearance of at least “secret”
classification. A classification level is assigned to information
owned by, produced by or for, or controlled by the
United States government. Clearance levels are based on
the need-to-know doctrine, which requires a background check
for officials who need to have access to national security
information. Information may be classified at one of the
following levels:

1. “Top secret” is applied to information to which the
unauthorized disclosure could reasonably be expected to
cause exceptionally grave damage to the national security.

2. “Secret” is applied to information to which the unauthorized
disclosure could reasonably be expected to cause serious
damage to the national security.

3. “Confidential” is applied to information to which the
unauthorized disclosure could reasonably be expected to
cause damage to the national security.

Information is considered for classification if it concerns
military plans, weapons systems, or operations; foreign
government information; intelligence activities (including
special activities), intelligence sources or methods, or
cryptology; foreign relations or foreign activities of the
United States, including confidential sources; scientific,
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technological, or economic matters relating to the national
security, which includes defense against transnational
terrorism; United States government programs for safeguarding
nuclear materials or facilities; vulnerabilities or capabilities of
systems, installations, infrastructures, projects, plans, or
protection services relating to the national security, which
includes defense against transnational terrorism; or weapons
of mass destruction.

The Federal Bureau of Investigation (FBI) brochure Security
Clearance Process for State and Local Law Enforcement
(2002) identifies two categories of clearance levels: a “secret”
security clearance may be granted to those persons who
have a need-to-know national security information that has
been classified as “confidential” or “secret,” and a “top secret”
clearance may be granted to those persons who have a need-
to-know national security information, classified up to the “top
secret” level, and who need unescorted access in FBI facilities
when necessary. The time required to obtain a “top secret”
clearance is six to nine months. A*“secret” clearance can be
awarded in 45 days.

Presidential Executive Order mandates the background
investigation and records checks for “secret” and “top secret”
security clearances; the FBI does not have the ability to waive
them. Local and state officials who require access to
classified material must apply for security clearance through
their local FBI field office. Understanding the inherent delays
in such background checks, local officials should begin the
application process promptly to help assure a timely
turnaround by federal officials.

Refer to Recommendations 4 and 17 for details and
further discussion regarding this issue.

The need to develop minimum criminal
intelligence training standards for all
affected levels of law enforcement
personnel to include training objectives,
missions, number of hours, and frequency
of training.

The IACP Criminal Intelligence Sharing Report included the
recommendation to “promote intelligence-led policing through
a common understanding of criminal intelligence and its
usefulness.” Standards for training on intelligence functions
are critical to implementing a national model for intelligence-
led policing. National intelligence training standards can
provide criminal justice agencies, individually and collectively,
with the framework for achieving that end. The goal of the
training is to professionalize and enhance the practice of
criminal intelligence collection within the United States law
enforcement/criminal justice community, demonstrate the
benefits derived from the intelligence, and encourage
information sharing in support of the intelligence.
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Refer to Recommendations 18 and 19 for details and
further discussion regarding this issue.

The need to identify an intelligence
information sharing capability that can be
widely accessed by local, state, tribal, and
federal law enforcement and public safety
agencies.

Information and intelligence sharing is essentially a voluntary
endeavor, whether in law enforcement, other areas of
government, or the private sector. Certainly, policies exist to
exhort, promote, and “require” information sharing. These
may be expressed informally; assumed to be necessary and
understood; or set down formally in the form of a written policy,
memorandum of understanding, or statute.

Still, sharing is founded upon trust between the information
provider and the intelligence consumer. Such trust is most
often fostered on an interpersonal basis; therefore, law
enforcement task forces and other joint work endeavors
succeed where colocated, interspersed personnel from
different agencies and job types convene for a common
purpose. In these instances, sharing can either flourish or
falter due to changes in leadership, personality differences,
and real or perceived issues.

Trust is fostered and may be further institutionalized by setting
standards for participation in the information sharing process;
thus, personnel vetting procedures are established that range
from the most stringent—national security clearances for
access to classified information through law enforcement
agencies’ employment background checks, including criminal
history records and indices—to situational criteria that define
anindividual’'s “need-to-know.”

The IACP Criminal Intelligence Sharing Report correctly
observed, “Technology cannot stand in for trust.” However,
technology systems can extend trust-building opportunities
and facilitate collaboration well beyond the boundaries of direct
interpersonal contact. Technical systems owners stipulate
membership criteria; information owners define the criteria
by which their systems or databases grant information access
privileges. These are enforced through membership and
access vetting procedures that serve to define and support
trust relationships.

Technical systems provide a range of depth and breadth of
information sharing, from almost full and unfettered access
to another’s collection of sensitive information through redacted
reports that provide the gist of salient information while
removing (and thus further protecting) sensitive sources and
methods of information collected, through indices of
information holdings, to “pointers” to inform one individual of
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another’s precise or similar subject/target interest so that
contact can be established and sharing or collaboration
negotiated.

Finally, a widely understood, unwritten rule is the expectation
in law enforcement that data access and sharing hinge on
equitable participation. The so-called “pay-to-play” or “give-
to-get” principle governs the meaningful sharing of information
recommended in the methods and formal recommendations
described in this Plan.

This portion of the National Criminal Intelligence Sharing Plan
makes recommendations regarding information technology
(IT) connectivity and systems compatibility to advance
information and intelligence sharing. In so doing, the GIWG
recognizes and promotes as the highest priority those
systems that seek and provide full access to sensitive but
unclassified information and intelligence by combining
agencies’ and organizations’ investigative and intelligence data
for common access through data warehousing and outreach
or factual data search and retrieval and for data visualization
though the application of analytical tools.

Data Warehouse
Data warehouse examples include, but are not limited to:

¢ The Multistate Anti-Terrorism Information Exchange
(MATRIX) Program is a pilot effort that will initially connect
participating states’ criminal indices and investigative file
databases, driver’s license and motor vehicle registration
databases, and other public records information for
combined data query and sharing among law enforcement
participants on the sensitive but unclassified, RISS secure
intranet (RISSNET™).

¢ The Gateway Information Sharing Initiative demonstration
project in the St. Louis, Missouri, FBI field division, wherein
some local, state, and federal criminal indices and
investigative files are combined in a data warehouse and
made available to all participating agencies for sophisticated
factual search and retrieval and data visualization (link
analysis and geo-mapping). Also included in the projectis
a classified data warehouse that adds classified FBI
counterterrorism investigative data to the sensitive but
unclassified holdings for exploitation by interagency
members of the JTTF in the FBI field division.

These programs would each benefit from greater participation
by additional local, state, and federal law enforcement
agencies. Given the unique nature of these new endeavors,
they should collaborate on developing factual data search
and retrieval and data visualization tools, as well as shared
experiences on crafting the governance arrangements and
associated participation memoranda of understanding.
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Data Mart

Many law enforcement agencies may be prohibited by law or
policy from participating in a data warehouse commingling of
investigative data. To address these concerns, the GIWG
proposes a data sharing method of the next highest priority:
the so-called “data mart” approach, wherein the investigative
indices, case files, and intelligence data are redacted, with
the most sensitive case types (e.g., public corruption and
internal conduct-related investigations) and the most sensitive
data elements (e.g., informant identities) excised. The
balance of the data is duplicated and presented in a separate
database (data mart/information space) outside the agency’s
central database(s). Access can be by a variety of means,
including a sensitive but unclassified connectivity, as
presented later in this Plan.

“Pointer” Systems

Finally, the GIWG appreciates that some law enforcement
organizations may not yet be familiar and comfortable with
the breadth and depth of data warehouse-based or data mart
sharing advocated above. With that recognition, law
enforcement agencies are encouraged to mandate
participation in “pointer” systems, wherein agents and
investigators register investigative interest in a particular
subject/suspect/target so as to ascertain which other law
enforcement agencies and investigators (or officers within the
same agency) might have a common investigative interest,
might share information, or might consider participating in a
joint investigation. Noteworthy ongoing databases for this
purpose include, but are not limited to:

¢ The RISSIntel/RISSNET Il databases, operated by the RISS
centers.

¢ The U.S. Drug Enforcement Administration (DEA) National
Drug Pointer Index (NDPIX).

¢ Certain High Intensity Drug Trafficking Areas (HIDTA) case
deconfliction/management databases.

Each of these databases operates in essentially the same
manner. As a result of a law enforcement officer/agent
registering investigative interest in a particular individual, the
systems provide “pointers” identifying contact information to
those with the same investigative interest. All receive the
pointer information simultaneously and are notified that shared
interests exist, whom to contact, and how to do so.
Subsequent information sharing is a matter for mutual
agreement, which is almost impossible without the pointer
database capability.

The GIWG recognizes and recommends information sharing
supported by collaborative communications networks and
systems—ijoined together as a virtual single communications
capability—as a means to overcome geographical distances,
better support communications and investigative operational
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security, provide an audit trail of information shared, and
ensure information access and transfer. Due to the use of
identical technology mechanisms, the RISS and LEO
interconnection offers a technically straightforward step in
providing an initial nationwide sensitive but unclassified
backbone for law enforcement connectivity. Itis anticipated
that this initial nationwide sensitive but unclassified
communications capability will expand and evolve with the
connection of other existing sensitive but unclassified
enterprises, networks, and systems.

Refer to Recommendations 20, 21, 22, 23, 24, 25, 26,
27, and 28 for details and further discussion regarding
this issue.

Recommendations for
Implementation of the Plan

Recommendation 1: In order to attain the goals
outlined in this Plan, law enforcement agencies,
regardless of size, shall adopt the minimum standards
for intelligence-led policing and the utilization and/or
management of an intelligence function as contained
in the National Criminal Intelligence Sharing Plan. The
standards focus on the intelligence process and include
elements such as the mission of the function,
management and supervision, personnel selection,
training, security, privacy rights, development and
dissemination of intelligence products, and
accountability measures.

Discussion: The agency chief executive officer and the
manager of intelligence functions should:

+ Seekways to enhance intelligence sharing e